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Overview

Wisenet ACS is an integrated access control management system based on innovative physical security platforms such
as access control in buildings ranging from small to large size and visitor, and Meal Counting management. As a security
system, it provides integrated monitoring by linking with the video surveillance and fire management system. A next-
generation access control technology, it also reflects the latest trends in the market by applying biometric technologie
such as fingerprint / face recognition and mobile access using Bluetooth.

SYSTEM REQUIREMENTS

The PC specifications required to install Wisenet ACS are as follows.

1A e Minimum Recommended
System
CPU Intel Core 2 Intel Core i3
RAM 4GB or more
HDD 50GB 100GB (Free Space)
Display resolution 1920 x 1080
Operating System Windows 8, 8.1, 10, 11 / Windows Server 2008 R2, 2012, 2012 R2 - 64 bit
Network 10/100/1000 Ethernet NIC
SOFTWARE CONFIGURATION

Wisenet ACS consists of the following:
- Wisenet ACS Configuration Management
- Wisenet ACS Monitoring
- Wisenet ACS Visitor Management
- Wisenet ACS Gateway
- Wisenet ACS Web Server
- Wisenet ACS SSM Transaction Server
- Wisenet ACS WAVE Transaction Server

6_ Overview



MAIN FUNCTIONS

¢ Wisenet ACS Configuration Management: Responsible for configuring the access control system. Basic settings for
access control operation such as controller setting, door setting, user registration and event reports can be viewed,
and the access control system can be managed through data management.

Wisenet ACS Monitoring: A program that provides integrated monitoring of access control events. The graphic map
of each floor of the building and instantaneously updated events let you see at a glance where events have
occurred and control door locks and alarms.

Wisenet ACS Visitor Management : Visitor Management enables you to manage visitors with various range of functions.

Wisenet ACS Gateway : A gateway is a program that connects the hardware and software that support the access

control. Through this gateway, hardware and software communicate with each other. It configures the information

set by the Configuration Management via the gateway at the hardware, and receives/delivers various events that

occur from the hardware. Service Manager allows you to manage the execution and suspension of actions.

o Wisenet ACS Web Server: All data such as Wisenet ACS settings and events are stored through Web Server.
Service Manager allows you to manage the execution and suspension of actions.

¢ Wisenet ACS SSM Transaction Server: Wisenet ACS SSM Transaction Server is responsible for delivering events
from Wisenet ACS to SSM Console as a service format. You can work together with SSM through this Transaction
Server. Refer to the SSM manual for the configuration method.

e Wisenet ACS WAVE Transaction Server: Wisenet ACS WAVE Transaction Server is responsible for delivering events

from Wisenet ACS to WAVE Console as a service format. You can sync with the WAVE through this Transaction

Server. Refer to the WAVE manual for configuration.

M3INH3INO o

English _7



Overview

SUPPORTED HARDWARE

1) Controller

V1000 V100 V200 V300

V2000 EH400-K EWM-M X1100

X100 X200 X300
2) Reader

o [ A0 . I .

R10/R40/RK40 Signo 20/40/20K/40K Bio Entry W2 BioLite N2

XPass2
3) Scanner
5427CK BioMini

8_Overview



Nnstaling Wisenet ACS

INSTALLING WISENET ACS

n = |f performing a Wisenet ACS software update, be sure to follow the instructions in the "UPDATE WISENET ACS" section.

(Page 14)
1. Download and run the filecurrent version of "Wisenet
ACS_vx.xx_xxxxxx.exe" from www.HanwhaVision.com.
2. When the installation screen appears, click the [Next >]
button.

w = |f NET Framework 4.5 is not installed on your PC, install
NET Framework 4.5.

3. Select "l accept the terms of the license agreement”
and click the [Next >] button to move to the next step.

4. Enter user information and click [Next >] to go to the next
step.

Wzard =)
Welcome to the InstallShield Wizard for Wisenet
Access

The Installshield Wizard will install Wisenet Access on
your computer, To continue, dick Next.

< Back || Mext > I[ Cancel

Wisenet Access - lmlﬁﬁ W'E

License Agreement
Please read the following license agreement carefully. \ I

SOFTWARE LICENSE AGREEMENT 2

IThis iz an Agreement between You (gither an individual or entity) and HANWHA
TECHWIN CO., LTD., a corporation duly organized and existing under the laws of the
IRepublic of Korea, with its principal office at 701, Sampyung-Dong, Bundang-Gu,
ISeongnam-City, Gyeonggi-Do 463-400, Korea(hereinafter referred to as "Licensor?). By
linstalling, copying or otherwise using the SOFTWARE, you are agreeing to be bound by
ithe terms of this agreement. If you do not agree with these terms and conditions of this
|Agreement, do not download or use this Software and delete or destroy all copies of
ithe productin your possession.

-

ccept the terms of the ficense agreement!

do not accept the terms of the license agreement

InstallShield

[smesk || o> | [ coneel |

Wisenet Access - lmlaﬁm Wizard

Customer Information I
Please enter your information.

Please enter your name and the name of the company for which you work.

User Name:

l[l 110520A]

Company Name:

Microsoft

Installshield

[ <Bak [ Next> | [ cancel

English _9
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Nnstaling Wisenet ACS

5. Select whether you want to perform a complete installation
or a custom installation of the software.

e Complete: Installs all of the included software on the PC.
e Custom: Selects the program you want to install.

6. If you do not have Microsoft SQL Server installed on your
PC, the following page will appear, prompting you to install
SQL Server.

7. Select the database server and authentication method and
click the [Next >] button.

',g = The <Login ID> and <Password> are the account

information used by Wisenet ACS for database access.
Be sure to use the default ID and Password.

10_ Installing Wisenet ACS

————————
Wisenet Access - InstallShield wizard

Setup Type
Select the setup type to install. I

Please select a setup type.

All program features wil be installed. (Requires the most disk space. )

Select which program features you want installed. Recommended for
+1 " advanced users.

Installshield

[ <Bak [ MNext> | [ cancel

% QL Server 2019 Setup - o

Installation Progress

Install Setup Files
Installation Progress

Performing Windows Installer actions.

Wisenet Access - InstallShield Wizard

Database Server
Select database server and authentication method.

Database server that you are installing to:
{(ocal) WWISENETACS ~ | Browse...
Connect using:

() Windows authentication

QL Server authentication using the Login ID and password below

Login ID: sa

Password: seersnene

MName of database catalog:

WACS Browse...

InstallShield

[ <Bak [ Mext>




8. Click the [Install] button.
Start the program installation.

9. Omnikey 5427CK Card scanner Driver will be automatically
installed.

10. The SSM-LM installation process begins.
Click the [] button to proceed with the installation.

Wisenet Access - InstallShield Wizard u

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

InstallShield

Wisenet Access - InstallShield Wizard

Setup Status

Setup is installing required compenents, This may take a few minutes...

Installing Message Queue.

InstallShield

Ready to Install the Program

in installation.

InstallShield (Instal}

English _11
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11. When the installation of SSL-LM is complete, click the SSM-LV - stalshield Wz
[Finish] button.

InstallShield Wizard Complete

Insal5fid

12. When the BioMini Driver(Suprema Fingerprint Scanner
Driver) installation window appears, click the [Next >] button.

Welcome to the InstallShield Wizard for
Suprema_Fingerprint_S canner_Driver

The InstallShigld Wizard will instal
Suprema_Fingerprint_Scanner_Driver on pour computer.
To continue, click Next

<Back i Nest» I[ Cancel

13. When the BioMini Driver(Suprema Fingerprint Scanner
Driver) installation is complete, click the [Finish] button.

Suprema_Fingerprint_Scanner_Driver - InstallShield Wizard
InstallShield Wizard Complete

The InstallShield Wizard has successfully installed
Suprema_Fingerprint_5 canner_Diiver. Click Finish to exit the
wizard.

<Back |f__Finish ll Cancel
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14. When Wisenet ACS installation is complete, click the
[Finish] button.

w = |f you already have the required programs installed, a
separate installation pop-up message will not appear.

15. To run Wisenet ACS, you must first check the database
connection in Wisenet ACS Service Manager. You only
need to do this when you complete the installation and run
it for the first time.

If you press the <Start> button, the completion message
will be displayed if everything is normal.

Wisenet Access - InstallShield Wizard

InstallShield Wizard Complete

The InstallShield Wizard has successfully installed Wisenet
Access. Click Finish to exit the wizard.

Wisenet ACS Service Manager
Service Status  Settings  About

Service Name

Wisenet A ateway
Wisenet ACS Transaction Server

Hunning
Hunning
Running

[sat [ sen |

English _13
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Nnstaling Wisenet ACS

UPDATE WISENET ACS

n = Starting with Wisenet ACS version 1.4, we enhanced anti-passback functionality. When upgrading from a previous version,
the "Anti-Passhack" information configured in the previous version will lost. If a previous "Anti-Passback" configuration
exists, be sure to keep the configuration information in a safe place.

w = The enhanced "Anti-Passback" feature explained in [Advanced Settings - Anti-Passback Setting]. (Page 83)

n = Before updating Wisenet ACS, be sure to save the database to a safe repository using [DATA BACKUP/RESTORE] - [Data
Back-Up] of the table of contents. This can prevent configuration loss if unexpected update problem occurs.

1. Download and run the filecurrent version of "Wisenet Wisenet Access - InstallShield Wizard =
ACS_vx.xx_xxxxxx.exe" from www.HanwhaVision.com.
. . " = lco the liShield rd fi
2. When the installation screen appears, click the [Next >] (< e e fs Listoltieckd Wzend for Bl
button.

The Instalishield Wizard will install Wisenet Access on
your computer. To continue, dick Next.

w = |f NET Framework 4.5 is not installed on your PG, install

NET Framework 4.5.
< Back " Next > I [ Cancel
3. Select "l accept the terms of the license agreement” Wisenet Access - Installshield Wizard =
and click the [Next >] button to move to the next step. License Agreement I
Please read the following license agreement carefully.
SOFTWARE LICENSE AGREEMENT é

IThis is an Agreement between You (gither an individual or entity) and HANWHA
ITECHWIN CO., LTD., a corporation duly organized and existing under the laws of the
IRepublic of Korea, with its prindpal office at 701, Sampyung-Deng, Bundang-Gu,
'Seongnam-City, Gyeongagi-Do 463-400, Korea(hereinafter referred to as "Licensor™). By
installing, copying or otherwise using the SOFTWARE, you are agreeing to be bound by
ithe terms of this agreement. If you do not agree with these terms and conditions of this
\Agreement, do not download or use this Software and delete or destroy all copies of
ithe productin your possession.

(@ I accept the terms of the license agreementt

() I do not accept the terms of the license agreement

Installshield

[ <Bak || mext> | [ cancel |
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4. Enter user information and click [Next >] to go to the next

step.

5. Select whether you want to perform a complete installation

or a custom installation of the software.

e Complete: Installs all of the included software on the PC.

¢ Custom: Selects the program you want to install.

6. If you do not have Microsoft SQL Server installed on your

PC, the following page will appear, prompting you to install
SQL Server.

Customer Information
Please enter your information.

=

Please enter your name and the name of the company for which you work.

User Name:

E(I 110520A]

Company Name:

Microsoft

Installshield

Setup Type
Select the setup type to install.

=

All program features will be installed. (Requires the most disk space.)

Please select a setup type.

© Complete!

v
v

v
-

w

() Cugtom

ﬁi

Select which program features you want installed. Recommended for
advanced users.

InstallShield

[(l;adc |[Next>][(:anoa|

T SQL Server 2019 Setup - o

Installation Progress

Instal Setup Files
Installation Progress

ming Windows Installer actions.
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Nnstaling Wisenet ACS

7. Select the database server and authentication method and [ wisenet Access - istalishield Wizard ==
click the [Next >] button. Database Server

Select database server and authentication method.

@ = The <Login ID> and <Password> are the account
information used by Wisenet ACS for database access.

Be sure to use the default ID and Password. e
{local) WWISENETACS - Browse...

Connect using:
() Windows authentication

QL Server authentication using the Login ID and password below

Login ID: sa

Password: LTI

Name of database catalog:

Browse...

[ <Back |[ Motz | [ coneel |

8. Click the "No" button to keep your existing configuration |auestion
information as you proceed through the Wisenet ACS

Update. o Therz is an existing database!
. C e . . . To install 2 new database, click [ves], otherwise click [No]
Click the "Yes" button to initialize existing configuration If you click [ves], all the existing database information will be deleted

information in use.

n = [fyou click on the "Yes" button, once again confirm ~ [question
that all configuration information will be initialized.

Click the 'No' button to keep your existing o If you overwrite the database, all the existing configuration will be
lost!
configuration information. Are you sure to ovenwrite the database?

Click [¥es] to reconfirm, [Ne] to preserve the existing configuration.

= (Click the "Yes" button initializes all configuration

information of the current Wisenet ACS.
\ 7
9. Clle the [Insta"] bUttOn. Wisenet Access - InstallShield Wizard g
Start the program installation. Ready to Install the Program

The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

[ <gack J[ sl | [ cancel

16_ Installing Wisenet ACS



10. Omnikey 5427CK Card scanner Driver will be
automatically installed.

11. The SSM-LM installation process begins.

Click the [Install] button to proceed with the installation.

12. When the installation of SSL-LM is complete, click the
[Finish] button.

Wisenet Access - InstallShield Wizard

Setup Status

Setup is instaling required components. This may take a few minutes...

Installing Message Queue.

InstaliShield

SOV 13AN3SIM ONITIVLSNI

Ready to Install the Program
1

InstallShizld | <Back H {Install}

SSM-LM - Instalshield Wizard

InstallShield Wizard Complete

SSMLM. Click Firi

e[S | ot | i [ cowe |
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Nnstaling Wisenet ACS

13. When the BioMini Driver(Suprema Fingerprint Scanner Suprema_Fingerprint_Scanner_Driver - Instal Wizard ==
Driver) installation window appears, click the [Next >] button.

Welcome to the InstallShield Wizard for
Suprema_Fingerprint_S canner_Driver

The InstallShigld Wizard will instal
Suprema_Fingerprint_Scanner_Driver on pour computer.
To continue, click Hext

‘ < Back || st » I[ Cancel

14. When the BioMini Driver(Suprema Fingerprint Scanner
Driver) installation is complete, click the [Finish] button.

Suprema_Fingerprint_Scanner_Driver - Instal Wizard

InstallS hield Wizard Complete

The InstallShield Wizard has successfully installed
Suprema_Fingerprint_S canner_Diriver. Click Finish to exit the
wizard.

<Back L Fmeh ] | Cancel

15. When Wisenet ACS installation is complete, click the
[Finish] button.

InstallShield Wizard Completed.

The wizard was interrupted before Wisenet Access could be
completely installed.

@ = |f you already have the required programs installed, a
separate installation pop-up message will not appear.

The system has not been modified. To install this program at
a later time, run the installation again.

Click Finish to exit the wizard.

<Back | Finish Cancel
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SETTING THE VERTX CONTROLLER

The following are the settings which need to be configured in the VertX controller after installing the hardware.

Controller IP address setting

Set the IP address of the controller so that it can be connected to the gateway. For initial setup, the controller can
be accessed via the virtual IP address. If you have already changed your IP address, skip this part.

1. To access a controller with a virtual IP address, add the address on the same subnet to the PC. Please enter
an address 169.254.242 xxx that does not overlap.

2. Connect the controller to the PC on a 1:1 basis using an Ethernet cable.
3. Open a web browser and enter 169.254.242.121 in the address bar to go to the relevant web page.
4. Enter "admin" as the user name and enter the password to log in.

'g = For the initial log-in, please leave your password blank and log in.

5. Enter the IP address to be changed to the IP address under Basic Network Setup.
6. Click [Save].

w = If you have not set an admin password, you will be prompted to set a password. You can set it by entering your desired
password.

Setting the gateway and "Here | am" interval

Once you have set up the IP address, log in to the controller using the new IP address or virtual IP address.
1. Click "Advanced Setup".

SOV L3AN3SIM ONILHVLS 340439 e

. Enter "Domain Name". me p— .

2
3. Select "Yes" for "FTP Enabled".
4. Enter the Wisenet ACS gateway IP address into the "CS/

Host Addressing". FTP Enabled: @ Yes
5. Set "Here | am" interval to 20. No
6. Click "Save".

Now the controller can work with the Wisenet ACS software.
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Domain Name:

|HIDVErtx.com

A name that identifies a network. The domain name
will be used to access a VertX controller. Example:
HIDVertX.com

Host Name: |VertX_EVO_V1000
FTP Enabled: ®Yes
ONo
Telnet Enabled: ® Yes
ONo
SSH Enabled: ® vYes
ONo
SSL Enabled: ®Yes
ONo
Virtual Port Enabled @ Yes
(169.254.242.121): O No

An identifier used to access a VertX controller on a
network by name.

Enables or disables the VertX controller FTP
capability. Note that the Central Station/Host may
need this enabled.

Enables or disables the VertX controller Telnet
capability. Note that the Central Station/Host may
need this enabled.

Enables or disables the VertX controller SSH
capability. Note that the Central Station/Host may
need this enabled.

Enables or disables the VertX controller SSL
capability. Note that the Central Station/Host may
need this enabled.

Alternate IP address for the VertX controller. When
the Virtual Port is enabled it provides a pathway to
always contact the controller.

Advanced Central Station/Host Communications Setup

[192 ] [188

L

| [99

CS/Host @ IP Address:
Addressing

e CM

O Host Name:

A number that identifies the Central Station/Host
on a network. This address will be used by the
VertX controller to access the Central Station/Host.
Example: 192.168.1.130

An identifier used by the VertX controller to access
a Central Station/Host on a network. Example:
CSHost.HIDVertX.com

Here | Am Interval (sec):

TCP/IP Connection Port:

070

20_ Before starting Wisenet ACS

The time interval in which a controller sends a Here
| Am message to a Central Station/Host. Valid entry
is 20 to 86400 seconds.

The port in which the Central Station/Host listens
for an incoming VertX controller connection. Valid
entry is 1025 to 65535.



SETTING THE AERO CONTROLLER

The following are the settings which need to be configured in the Aero controller after installing the hardware.

Controller IP address setting

Set the IP address of the controller so that it can be connected to the gateway. For initial setup, the controller can
be accessed via the IP address below. If you have already changed your IP address, skip this part.

1. To access the controller with the IP address 192.168.0.251 (factory default), enter a random IP address that do
not overlap with 255.255.0.0 subnet in the PC.

2. Connect the controller to the PC on a 1:1 basis using an Ethernet cable.
3. Open a web browser and enter 192.168.0.251 in the address bar to go to the relevant web page.

4. Turn up and down the DIP switch #1.
Enter “admin” in the user name and password “password” to log on.

SOV L3AN3SIM ONILHVLS 340439 e

X1100 Configuration Manager

Host Communication

Communication

Address: ) Ouse 1pve only

Primary Host Port

Connection Type: Data Security: TLS if Available -

Security Opfions Host IP: 192.168.0.141 Port Number: 3001
Diagnostic Connection Mode: Retry Interval

Restore/Default
Apply settings [ Enable Peer Certificate

Log Out

= Select APPLY SETTINGS to save changes.

5. Inthe [Host Comm] menu, enter [IP Client] for [Connection Type], and the Gateway Server IP address for the [Host IP).
6. Press [Accept] button, and go back to [Apply Settings] menu to save the setting.

@ = |n [Apply Settings] menu, [Apply Settings, Reboot] button must be clicked in order for settings to be saved.

Now the controller can be synchronized with the Wisenet ACS software.
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MANAGING THE LICENSE

License Manager is a program that manages (activates, deletes, and moves) licenses for all SSM and Wisenet products.

License types

e Free License - Up to 5 doors can be managed.

e Standard(SSA-M3000) - Up to 32 doors can be managed.

e Professional(SSA-M4000) - Up to 256 doors can be managed.

¢ Enterprise(SSA-M5000) - You can manage as many doors as you want, without any limit ations.

',g = You can activate Wisenet ACS licenses both online and offline.

Registering the license

Activating the online SW

This is a way to activate a license if the user has access to the license server (EMS) through a web page.
(License server address: https://ems.HanwhaVision.com/ems/customerLogin.html)

How to use

1. Select [Activate Online SW | from the License Manage menu.
2. Enter your Product Key and click the [Activate] button.
3. When the license is activated, the following three messages will appear.

SSM License Manager i SSM License Manager S50

. .
@ Logged in successfully. . C2V file read successfully.

k.

|

= — —— —

55M License Manager E

@0 License activation succeeded.
W After a few minutes, changed license will apply.
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If license activation fails

1. If you are activating your license online and a "When Trust Failure" pop-up page opens: Make sure that the
system time is synced with the Internet time. (Server: time.windows.com)

2. If you can not connect to the license server online: Make sure you are able to use the Internet.

3. If you have attempted to reauthorize a product key that has already been activated: Please verify that you have

an already activated license key.
= Activated licenses cannot be re-activated.

4. If the license module service has stopped: Check whether you can access the ACC page.
If connection cannot be made, check that the Sentinel LDK License Manager service from the service menu

has stopped and start the service.
- ACC Page: http:/localhost: 1947

Activating the SW offline

This is a way to activate a license if the user cannot access the license server (EMS) through a web page.

¢ On-line available PC: Internet is available PC

¢ Recipient PC: Wisenet ACS is installed, internet is not available PC

1. Recipient PC : Run the License Manager from [Start] - [All

Programs] - [Wisenet] - [License Manager].

2. Recipient PC : On the [Offline SW Activation] tab,
click [[...]] Button of the [1. Collect PC status
information].

3. Recipient PC : Specify the path and name to save
the C2V file and click the [Save] button.

w = Please save it on a removable storage (USB memory, efc.).

i Wisenet
}. License Manager
&, License Manager

P All Programs
| Search programs and files ye |

SSM Licens ger(x2.00 =S
Online SW Activation -Omne SW Activation |emove SW License | Transfer SW License | HW Donale Activation

1. Callect Status Informatian

Collect information from this computer to enable installation of new protection key.

T] Calec infarmaton

2. Apply License File

Update File :

(&) [ Avply Update

English _23
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4. Recipient PC : Click the [Collect Information]
button. A G2V file is created in the specified path.

5. On-line available PC : Please enter your product
number at https://ems.HanwhaVision.com/ems/
customerlLogin.html and log in.

6. On-line available PC : Click the [Offline Activation]
button.

24 _Before starting Wisenet ACS

Onling §Y Activation | Offline SW Activation | Remave SW License | Transfer SW License | HW Dongle Activation

1. Collect Status Information

Collect information from this computer to enable installation of new protection key.

CitlserswDeskiopWReciplent PC.c2v | Collect information I

2. Apply License File

Update File :

(] [ #oply Update |

|°'(\%>,\:'|ﬁ https://ems.HanwhaVision com/ems; Login.html

ﬂ Welcome to EMS X | |

——

Product Key Login

Product Key

Copyright@2016 Harnuha Techuwin Co, ftd. All rights Reserved.

English Italiano Pyccewii  frangais 3% Deutsch Espafiol B




7. On-line available PC : [[...]] Button to open the C2V
file, and then click the [Generate] button.

8. On-line available PC : When the V2C file is created,
click [Download V2C File] file to save it.

(,g = Please save to a removable storage (USB memory, etc.).

Generate License

Order Details

Product Key. R
Customer: it Emal: SR

Activations: Remaining

Activations:
RefID 1 Ref 1D 2
Entitlement
Comments:
Products:
Product Lock Type
SSA-M3000/A) SL-AdminMode

Download 1S, a tool to generate G2V 4

Uplaad C2V

Uploaa c2v:

Comments:

Organize *  New folder

S Fovorites 4 Name Size Ttem type
B Desktop I\ || Recipient PC.c2v. 1ke cvrle |
[ Uibraries
Filename: Recipient PC.c2v -

Generate License

VIC generated successfully

Order Details

d683af8-8519449-9443-2054 52305043

Customer: HTW_Teo Test Email: taewoong 76@han ..
Activations: 1 Remaining 1
Activations:
RefID 1 RefID 2:
Entitlement
G

Download EUS, atool fo gemerate C2V

KeyID Lock Type Activation Date Comments

276394465246737631 SL-AdminMode 2017-09-19
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9. Recipient PC : [[...]] Button to specify the path to
the saved V2C file.

Online SW Activation | Offline SW Activation

Femove SW License | Transfer SW License | HW Dongle Activation

1. Collect Status Information

Collect information from this computer to enable installation of new protection key.
C#WUsersWd.yooutDesKopWAecipient PC.c2v

[2] [Collectinformation
2. Apply License File

Update File :

—i
IDI Apply Update |

Open - [SafePrivacy]

[ » Computer » Local Disk (C) » Users w |44 ||l Search Desktap r)
Organize v New folder m @
¢ Favoites il Ll St

[ Desktop I| __| Applied Licensex2c  V2C File 1KB \I

"%l Recent Places

@ OneDiive

). Public Document

1. Downloads

File name: Applied License.2c

- [vacfile(v2g

-
10. Recipient PC : Click the [Apply Updates] button ‘
and the license will be applied.

Online SW Activation | Offine SW Activation |Remave SW License | Transfer SW License | HW Dangle Activation |

1. Collect Status Information

Caollect information fram this computer to enable installation of new protection key.
CitUserstd.yoouDeskdopWRecipient PC.c2v

[] [Collsctinformation
2. Apply License File
Update File :

C W UsersWd,yooutDeskopWApplied Licensevac

E]l Apply Update |
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Deleting SW license

This is a way to disable a user’s SW license.

1. Please contact your license server (EMS) administrator to request that the license be removed by passing the
product key ID.

= To check the product's Key ID: Select Feature of the key in Options > Products on the left side of the ACC page (http://
localhost:1947/)

2. Apply the path of the V2C file (license deletion) received from the license server (EMS) administrator to the
[1.Apply license File] item of [Delete SW License] menu.

= When you update the V2C (license deletion) file, the product information of the corresponding product is deleted.

3. Click the [Collect Information] button in the License Manager’s [Delete SW License] menu [2. Collect PC
Status] to send the deleted license information to the license server (EMS) administrator.

= If you have multiple verified licenses, the License List window will pop up. Select the product keys you deleted, and generate a G2V
file for those keys.

= If you have only one license, the License List window will not pop up and a C2V file will be created automatically for the product key
that you deleted.

Transferring the SW license

This is a way to move the SW license from your PC to another PC.
¢ Source PC: Licensed PC
¢ Recipient PC: PC to be newly licensed

How to use
1. Recipient PC : Run the License Manager from [Start] - [All
Programs] - [Wisenet] - [License Manager]. > AllPrograms
| Search programs and files pe |
L Wisenet
\/ License Manager
& License Manager
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2. Recipient PC : On the [Transfer SW License] tab,
click [[...]] Button of the [1. Collect PC status
information).

3. Recipient PC : Specify the path and name to save
the ID file and click the [Save] button.

w = Please save to a removable storage (USB memory, etc.).

28_ Before starting Wisenet ACS

(& SSM License Manager (200)

Oriline SW Activation | Offine SW Activation | Remove SW License]  Transter SW Licensefll HW Dongle A | » |

=8

E=s

To transfer (rshost) alicense from one computer to anether, you run the LicenseManager program on bath
computers. On cach compLter, sciect the Transfer SW License tab and perform the appropriate step.

1. Collect information about the recipient computer,

Step. On the computer to which you want to transfer the licenseithe "recipient computer'), save recipient

information to
i iCeHed information |

Step2. On the computer that cumently contains the license the “source computer”). select the license to
transfer. read the recipient information file and generate  licenss transfer il

2. Generate the license transfer file

No Key Type Key ID Products

Read the recipient infomation fie e
Generate License Transfer Fii )

3. Apply License File
Update File ©

[+ sverecmer rminss
(D) » conpier » LockDk©) + U » WA » Do

Organize v Newfolder r=

< Name ° Ditemodfied  Type Sz
*T‘f‘:"”" s Share 10242017857 M Shortcut 18
£ Documents
&

& Pictures
8 Video:

& Homegroup

8 Computer
& LocalDisk (€

I Fiepame: Recpient?d_|
75 5P Reapent omstion fle (id)

~ Hide Folders

Cancel




4. Recipient PC : Click the [Collect Information]
button. The ID file is created in the specified path.

5. Source PC : Run the License Manager from [Start] - [All

Programs] - [Wisenet] - [License Manager].

Oriine SW Activation | Offline SW Activation | Remove SW License | Transfer SW License | HW Dongle 2.4 [

To transfer (rshost) alicense from one computer to ancther, you run the LicenseManager program on bath
computers. On cach compLter, sciect the Transfer SW License tab and perform the appropriate step.

1. Collect information about the recipient computer,

Step. On the computer to which you want to transfer the licenseithe "recipient computer'), save recipient

information to

Step2. On the computer that cumently contains the license the “source computer”). select the license to
transfer. read the recipient information file and generate  licenss transfer il

C:\Users\WACS\Deskiop\Recipient PC.id

2. Generate the license transfer file

No Key Type Key ID Products

Read the recipient infomation fie e
Generate License Transfer Fii )

3. Apply License File
Update File ©

[=)[ ot pete

The recipient infermation is stored in the file
C\Users\WACS\Desktop'\Recipient PC.id.

Ensure that this file (or a copy of this file) is accessible on the computer
that currently contains the license.

P All Programs

| Search programs and files 2 |

i Wisenet
J. License Manager
& License Manager
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6. Source PC : On the [Transfer SW License] tab,
click the license you want to move.

7. Source PC : Click [[...|] Button to specify the ID file
path where the Recipient PC's information file is
saved

30_ Before starting Wisenet ACS

To transfer {iehost) a license from one compiter to ancther, you run the LicenseManager program on both
computers. On each computer. select the Transfer SY/ License tab and perfom the appropriate step

1. Collect information about the recipient computer,
Step1. On the computerto which you wart to transfer the licensethe “recipiert computer”). save recipient

information to
D Collect information

CA\Users\WACS\Desktop“Recipient PCid

2. Generate the license fransfer file

Step2. On the computer that currertly contains the icense fhe "source computer'), seleat the license to
transfer, read the recipient information fie and generate @ license transfer file

Products

No Key Type

Key ID

4 SL-AdminMade
5 SL-AdminMode SSW-CHIOL/ER
E SL-AdminMode SSW-CHIOL/ER

S8 A-MI000, A

Read the recipiert irfomation fie
Generate License Transfer File

3. Apply License File
Update File :

D Generate License
er Flle

D Transf:

(][ ool Updete

1. Collect i about the

information ta

Totransfer {rshest) a license from one computer to anather, you un the LicenseManager program on bath
computers. On each computer, select the Transfer SW License tab and perfom the appropriate step

Step1. On the computerto which you want to transfer the license(the 'recipient computer'), save recipient

C:\Users\WACS\Desktop \Recipient PC id

2. Generate the license transfer file

Step2. On the computerthat cumently contains the license the "source computer), select the license to
transfer, read the recipient information fil and generate a license transfer fie.

(] [ cotect nomation

No Key Type
1 SL-AdminMods

Key ID

2 de

3 SL-AdminMode

4 SL-AdminMode SSA-MI000/A)

El SL-AdminMode SEW-CHIOLE=

E SL-AdminMode SEW-CHIOL/ES
—

Products

Read the recipient informatian fle

Gernerate License

Generte License Transfer File

3. Apply License File
Update File :

ransfer File

[2)[ pontr Upaae

() [ » Compur » Loca Dok ) » Uews » WhCS » Do

Organize v New folder

1 Downloads =

Tipe Saze

g
4 Libraries
[ Documents.
& Music
(5] Pictures
B videos

¥ Homegroup

8 Computer
&, Local Disk (C)

M

IDFile

- i

| v

File name: Recipient PC.id

Recipient information file (*id) ~




8. Source PC : Click [[...]] Button to specify the file
path to save the license information.

9. Source PC : Specify the path and name to save the
H2H file and click the [Save] button.

. = Please save to a removable storage (USB memory, etc.).

To transfer (rshost) alicense from one computer to ancther, you run the LicenseManager program on bath
computers. On cach compLter, sciect the Transfer SW License tab and perform the appropriate step.

1. Collect information about the recipient computer,

Step. On the computer to which you want to transfer the licenseithe "recipient computer'), save recipient

information to
(=] [cotect rfomation

C:\Users\WACS\Deskiop\Recipient PC.id

2. Generate the license transfer file

Step2. On the computer that cumently contains the license the “source computer”). select the license to
transfer. read the recipient information file and generate  licenss transfer il

Key ID Products

1 SEM-TEIOL/ER
2 Al

3 SEM-SI

4 SL-AdminMade S8 A-MI00, AN

5 SL-AdminMode SSW-CHIOLER
B SL-AdminMode SSW-CHIOLER

i i C:\Users\WACS \Desktop'\Recipiert F [ . |
Read the recipient information file == ot h L Generate Liense.

Transfer File

Generate License Transfer File

3. Apply License File
Update File ©

[=)[ ot pete
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() [ Computer » LoDk © » Users » WACS » Dektop « & | Search besap 2]

Organize ~

New folder =- @

Name Date moified Type Size
P
5 Libraries
[ Documents.
o Music
(i) Pictures

H videos

@3 Share 10/24/20178:57 PM  Shorteut 1KB

& Homegroup

% Computer
&, Local Disk (C)

= - i |

I File name:  Source P| I

file (":h2h)

Saveas type L

(@) Hide Folders
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10. Source PC : Click the [Generate License Transfer
File] button and then click the "Yes" button. The
H2H file is created in the specified path.

11. Recipient PC : Click the [[...]] Button.

32_ Before starting Wisenet ACS

Oriine SW Activation | Offline SW Activation | Remove SW License | Transfer SW License | HW Dongle 2.4 [

To transfer (rshost) alicense from one computer to ancther, you run the LicenseManager program on bath
computers. On cach compLter, sciect the Transfer SW License tab and perform the appropriate step.

1. Collect information about the recipient computer,

Step. On the computer to which you want to transfer the licenseithe "recipient computer'), save recipient
information to

C:\Users\WACS\Deskiop\Redipient PC.id D Collect information

2. Generate the license transfer file

Step2. On the computer that cumently contains the license the “source computer”). select the license to
transfer. read the recipient information file and generate  licenss transfer il

No Key Type Key ID

1 SL-AdminMode :

2 Aude

3 SL-AdminMode

4 SL-AdminMode S8 A-MI00, AN

5 SL-AdminMode SSW-CHIOLER

B SL-AdminMode SSW-CHIOLER

Read the recipient information file C\Users\WACS \Deskiop\Recipiert F S
Generate License Transfer File C:\Users\WACS\Desktop\Source PC Transfer File

3. Apply License File
Update File ©

[=)[ ot pete

Are you sure that you want to move license key "" from this computer
to computer "WACS-PC"?

Oriine SW Activation | Offline SW Activation | Remove SW License | Transfer SW License | HW Dongle 2.4 [*

To transfer (rshost) alicense from one computer to ancther, you run the LicenseManager program on bath
computers. On cach compLter, sciect the Transfer SW License tab and perform the appropriate step.

1. Collect information about the recipient computer,

Step1. On the computer to which you want to transfer the license fhe “recipiert computer”), save recipient
information to

C:\Users\WACS\Deskiop\Redipient PC.id D Collectinformation

2. Generate the license transfer file

Step2. On the computer that cumently contains the license the “source computer'), select the license to
transfer. read the recipient information file and generate a license transfer file

No Key Type Key ID Products

Read the recipient infornation fle C:\Users\WACS\Desktop\Recipient F D e —

Generate License Transfer Fie C:\Users\WACS\DesktophSource PC D Tranfer File

3. Apply License File
Update File ©

= |
IBI Aosly Updite




12. Recipient PC : Please specify the saved H2H file
path.

13. Recipient PC : Click the [Apply Update] button to

activate the license.

%c\j » Computer » Local Disk (C) b Users » WACS » Desktop

[ 42| search Deskton 2]

Organize v New folder

{8 Downloads = Name Date modified Type Size

% Recent Places.
2 Shay 107242017 £:57 BV Shonut 18

Source PC.h2h 10/24/201710:53 ...  H2H File 10KB
[ [N

[ Documents.
& Music

(=] Pictures
B videos

& Homegroup

1 Computer
&y Local Disk (C)

- [ m ]

v [License transger file ("h2h) v
(e )

File name: Source PChoh

Online SW Adtivation | Offins SW Activation | Remove SW License | Transfer SW License | HW Dongle .4 »

To transfer frehost) a license from one computer to another, you run the LicenseManager program cn both
computers. On each compLter, sslect the Transfer SV Licenss tab and pefomn the appropriate step

1. Collect information about the recipient computer,

Step. On the computer to which you want to transfer the licensethe "recipient computer'), save recipient

information to
(=] [cotect rfomation

C:\Users\WACS\Desktop\Recipient PCid

2. Generate the license transfer file

Step2. On the computer that cumently contains the license the “source computer”). select the license to
transfer, read the recipient information fie and generate  icense transfer il

No Key Type Key ID Products

i i C:\Users\WACS\Desktop“Recipient F
Read the recipient information file iE = bt e D Generate License

Generate License Transfer Fike C:\Users\WACS Deskiop*Source FC D Transfer File

3. Apply License File
Update File
C:\Users\WACS \Desktop\Source PC hzh

BT

License is successfully transfered.
To activate the license, please restart the service of the cerfitied

product.

English _33

0

SOV L3AN3SIM ONILHVLS 340439 e



Scfore starting VWisenat ACS

14. Recipient PC : You can view the applied licenses on
the [Transfer SW License] tab.

34_ Before starting Wisenet ACS
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To tranefer irehost) a license from one computer to another. you run the LicenseManager program on both
computers. On each computer, seiect the Transfer SW License tab and pesform the approprate step.

1. Collect about the
Step1. On the computer to which you wart to fransfer the licenseithe “recpient computer™). save recipient
information to

D Callect infarmation

2. Generats the license transfer file

Step?. On the computer that c.erily cortaina the koense fhe "saurca computer’). select the lcsnse to
transter, read the recipiert information file and generste & licanse transfer file

SL-AdminModa § 7 DI SSA-M3D0D0/AI

FRead the recipient infomation fie [_j G o -
Generate License Transfer Fle D i

3. Apply License File
Update File




STARTING THE WISENET ACS SERVICE MANAGER

Wisenet ACS Service Manager allows you to check and start/stop the services of the Wisenet ACS Gateway and
Wisenet ACS Web Server. Before using the Wisenet ACS, make sure that Gatewayand Server are running through

Service Manager.

RUNNING SERVICE MANAGER

1. Double-click the Wisenet ACS Service Manager icon on the desktop to run it.

2. Make sure that all three states are Running in the state
below.

3. If the status is not Running, select the item that is in the
Stopped state, then click the <Start> button on the bottom
right to start the service.

w = Make sure that this service is running before the program
is used, as Wisenet ACS works normally only in Running
state.

Wisenet ACS Service Manager
Service Status  Settings  About

Service Name
Visenet ALS Server
Wisenet ACS Gateway

Status

Running

SOV L3AN3SIM ONILHVLS 340439 e

Stop

Wisenet ACS Service Manager

Service Status  Settings  About

Service Name

Status

Stopped

S0
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Starting Wisenet ACS

WISENET ACS CONFIGURATION MANAGEMENT

Wisenet ACS Configuration Management is responsible for configuring the access control system. Basic settings for
access control operation such as controller setting, door setting, user registration and event reports can be viewed, and
access control system can be managed through data management.

LOGGING IN

1. Run [Start] > [All Programs ] > [Wisenet ACS] >
[Configuration Management].

w = You can also double-click the shortcut icon created on ‘A Ise NET Acs

Configuration Management

your desktop.

Wisenet ACS Supports English, French, Germany,
Spanish, Italian, Russian, Chinese (Cantonese,
Mandarin), Korean, Arabic, Portuguese, and Czech. English

admin

2. Make sure that you are properly connected to the server - L ]
through the server connection.

1) Click the [ 2 | button below the login window’s log Server Infomation

in button to open the Server Settings window.

2) Check <Host>, <Port> and then click [Connection Flost
Test] button. Port 8080

3) Complete the connection check and click <OK>.

Connection Test

3. Enter LOGIN ID and PASSWORD, then click [Login] to connect.

w = |f you are connecting for the first time, the default ID is
admin and no password is set. Enter "admin" in ID and
the click Login button, and a window to set your
password will be displayed. Set your desired password
here and use it.

Change Passward
Change Password
Password

Password Confirmation

Cancel
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MAIN SCREEN DESCRIPTION

Describes the main screen configuration of Wisenet ACS.

SOV L3AN3SIM ONILHVLS e

o e

e
© § V1000-24F-Lab

Quick Access Menu

BuldingFloor  Access Gataway Contoller Setng  Door Setting Card Holder
Seting Setting vanager

CER| &

Search
agement  Cardholder

Explanation

Each function menu is provided as a ribbon toolbar.

nJi[=]| 5

The information of the current dashboard below is updated.

This displays configuration by device / building in tree format.
= For a detailed explanation of each icon, refer to the following page.

Device

Displays the controllers, boards, and doors configured in each gateway in tree format.

Installation location

Displays the doors constructed according to the floor of each building in tree form.
When you right-click the tree icon, the following functions are provided for the item.

- : Reloads and displays the connection status of the Controller and Board.

- : Reloads and displays the structure of the device when the components of
the Gateway, Controller, Board or Door have been changed or added.

- : Expand the tree
- - Fold the tree

system.

This indicates the number of accesses, registered users, and alarms occurred that are currently configured in the

GRS

Provides frequently used menus for system setup
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Device tree icon in the main screen

Displays the controllers, boards, doors, and so on configured in each gateway in tree format.

Name Icon Explanation
% Gateway is connected
Gateway
f-:i Gateway is disconnected
ﬁ Controller is connected
Controller
@ Controller is disconnected
E’ Board is connected
Board
& Board is disconnected
[nput point -:ﬂ Display input point
Output point q-nj Display output point
=} Input/output point is connected

Status of input/

output poit 1 Input/output point alarm has occurred

fo

Input/output point is disconnected

Door closed / locked

Door opened / locked

-

[d Door closed / unlocked
Door
id Door opened / unlocked
|_H Door alarm has occurred
L_]l When the door is open but open for more than the specified time
Reader . Display reader
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Main screen icons description

Describes common icons used by the Wisenet ACS toolbar

Icon Name Explanation
Refresh Used to update the connection status of the device
= Add Used to input new data

Ef Change Used to change registered data
n Delete Used to delete data
m Send Used to transfer data to the device
Close Used to close or exit the screen
- Previous Searches registered data for the previous data
Next Searches registered data for the next data
E Save Saves the entered data
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System

This is the part in which the device configuration and environment of the access control system is set. The most basic
items of the access control system such as device setting, area setting, site setting, etc. are handled in this part, and
proceed in the order shown below. After that, the contents of each chapter will proceed in the order shown below. If you
are setting up Wisenet ACS for the first time, please proceed with the steps in the order shown.

B || @

| |

(1) Building Floor (2] Access Gateway (3 Controller

& % il
(4) Door — (5] 1/0 Point —

@ Register Company

)

Company < Device
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SETTING UP BUILDINGS AND FLOORS

This menu is used to set up buildings and floors to be operated by the system.

The buildings and floors set in this menu are then used to configure each floor’s device in the building.

W Building-Floor Setting

e ser N

Building Name and Description

Building |

Description

Floor Setting
Avaliable Floor List Registered Building-Floor List

Floor - Floor

¢ Building : Displays the name of the building you entered when registering. (Required)
e Description : Displays a description.

¢ Available Floor List : Shows a list of all available floors for registration.

¢ Registered Building- Floor List : Shows a list of all currently registered floors.
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Registering Building-Floor

1. From the top menu, select [System Management] > [Building-Floor Setting].

2. Click the Add button < gl > in the top toolbar.

3.

4. Select the floor to be included in the building from the list [Available Floor List] on the left and click the move

Enter the building name in the [Building] field.

right button <[ -- > to move to the right. Or use the mouse to drag and drop.

. Click the Save button < ]| > in the toolbar.

Editing and Deleting Building-Floors

To edit a registered building-floor

Select the data to be edited by performing a [Quick Search] in the top toolbar, select the data to be edited, move
the floor to be registered to the right or move the floor to be deleted to the left, and click the Save button < & >.

To delete a registered building-floor

Select the data to be deleted by performing a [Quick Search] in the top toolbar and click the Delete button < &l >.
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SETTING THE GATEWAY

A gateway is a program that connects the hardware and software that perform access control. Through the gateway,

hardware and software communicate with each other.

Usually one gateway is installed in the site where one system is installed. In this menu, when the information of the
gateway is added, the configuration information set in the Configuration Management is set in the hardware through the
corresponding gateway, and various events generated from the hardware are received and transmitted to Wisenet ACS.

e Access Gateway Id : Shows the unique ID assigned internally when registering the gateway. (Required)

& o Setting
Quick Search _:

Access Gateway Name Setting

Access Gateway 1d L ]

Name |

Access Gateway Connection Setting

Access Gateway IP |

Use I

Description

e Name : Shows the name of the corresponding gateway.

e Access Gateway IP : Shows the IP address assigned to the corresponding gateway. (Required)

e Use : Indicates whether the gateway is enabled or disabled.

= When unchecked, it is not connected to the gateway. This feature is used to temporarily uncheck a specific

communication server to make sure it is not connected.

e Description : Enter an additional description for the gateway.
¢ Restart : Restarts the gateway when you click the Restart button.

',g = You cannot delete the default gateway.
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Registering the gateway

Gateway setup refers to a site where one system is installed. In general, a Wisenet ACS gateway, which is a
communication server, is installed in one installation site. Describes the connection settings of the gateway name
and gateway IP in the connection environment settings.

1. From the top menu, select [System Management] > [Access Gateway Setting].
2. Click the Add button < BB > in the top toolbar.

m = To register a new gateway, it needs to be set again from [Communication Server Setting > Gateway Setting > Gateway ID)].

3. Enter [Name].
4. In [Access Gateway IP], enter the IP address of the computer where the Wisenet ACS gateway is installed.

w = Enter the IP assigned to the computer.

5. Make sure that [Use] is checked.

',g = |f [Use] is not checked, it will not connect to the communication server.
This function can be unchecked if a particular communication server is temporarily out of use.

Editing and Deleting Gateway

To edit the registered gateway

Select the data to be edited by performing a [Quick Search] in the top toolbar, edit the information and click the
Save button < [E] >.

To delete the registered gateway

Select the data to be deleted by performing a [Quick Search] in the top toolbar, and click the Delete button < [ >.
When asked if you want to delete it, click [Yes].

w = The configured gateway information will be correctly displayed when you restart the program or press [ [ ] in the device
structure of the main screen.
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SETTING A CONTROLLER

Registering a controller

The access control system basically consists of multiple doors and reader. The device that controls these doors
and reader is called a controller. This menu explains how to register and manage the controller to be used in the
access control system.

Name V1000-1FGate

» s fErey
ot o

NAC s

ntemal F—

Logn 0 (%) =

Password (FTP)

Whether to use 1

Description

*Note: Do not edit default FTP username and password if the controllers root password is not changed.

¢ (Access Gateway) Name : Shows the gateway to which the currently selected controller is connected.
e Name : The controller name entered by the user. (Required)
¢ Type : Indicates the type of controller. There are 7 types of controllers, as shown below.

- V1000 : VertX controller that can connect multiple expansion boards.

- V2000 : VertX controller that can connect up to 2 doors.

- EH400-K': VertX controller that can connect 1 reader and 1 door.

- BioEntry W2 : A reader that reads fingerprints and card information. This is used only as a reader in this
system. If you set it together with IP information, it is used to communicate with BioEntry W2 using this
information.

- BioLite N2 : A reader that reads fingerprints and card information. This is used only as a reader in this system.
If you set it together with IP information, it is used to communicate with BioLite N2 using this information. For
BioLite N2, a keypad is added.

- XPass?2 : A reader that reads card information. This is used only as a reader in this system. If you set it
together with the IP, it can be used to communicate with XPass2 using this information.

- X1100 : Aero controller that can connect multiple expansion boards.
IP Address : Shows the IP address of the controller. (Required)

Port : Indicates the port to connect to the controller.

Internal ID* : This is an element that separates the controller from the IP address. For [Global], each controller
must be given a unique ID. You can enter a value from 1-65535. For a description of the global setting.
(Page 81)

MAC address : The MAC address of the controller.
Login ID* : The FTP connection ID of the controller used when saving the configured file. (Required)
Password* : The FTP connection password of the controller used when saving the set file. (Required)

',g = |f you have not modified it, be sure to use the value listed as Default.

Whether to use : Indicates whether the controller is enabled or disabled.
Description : An additional description can be entered.

*

. Can change the settings value for the VertX controller only.
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Registering a controller automatically

Auto setting is a function that automatically detects and registers the controller currently connected to the network.

1. From the top menu, select [System Management] >
[Controller Setting].

2. Click the Add button < i@ > in the top toolbar.
3. Select [Name] of the access gateway.

4. Click the [Search] button.

5. In the new window [Controller Search], click the [Search]
button.

6. The list displays the controllers currently connected to the
network.

w = |f nothing appears, try again later. If it still does not work, set up
the controller by Setting Manually as below.

7. Select the controller to be registered, and click the Confirm
button below.

@ = |fyou select the BEW2 or BLN2 model, the [Network Settings]
button at the bottom left will be activated to continue the network
settings.

8. When you press the [Confirm] button, the name, IP address,
and MAC address of the selected controller will be
automatically entered on the screen.

9. Check your name and availability, and if you have additional
comments, enter them.

10. Click the Save button < JJ[Fl > in the toolbar to save.
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Registering a controller manually

For various reasons, the network environment and the controller may not be detected. In this case, if the information
of the controller to be connected to is known, the user can register it by entering the information manually.

1. From the top menu, select [System Management] >
[Controller Setting].

2. Click the Add button < [E& > in the top toolbar.

3. Select [Name] of the access gateway.

4. Enter the name of the controller to register in [Name].
(Required)

NILSAS e

5. Please select the type of controller to register in [Type].

6. Enter the IP address of the controller to be registered in [IP
Address]. (Required)

7. Enter Port to connect to controller to register in [Port].
8. Enter the MAC address of the controller to be registered in [MAC Address].

9. Enter the internal ID of the controller to be registered in [Internal ID).
10. Please enter your login ID and password. (Required)

m = |f you have not modified it, be sure to use the Default value.

11. Check enable/disable.
12. If there is an additional description to enter, enter it in [Description).
13. Click the Save button < JJFj] > in the toolbar to save.

Editing and Deleting a Controller

To edit a registered controller

Select the data to be deleted by performing a [Quick Search] in the top toolbar, edit the information and click the
Save button < [l >.

To delete a registered controller

To delete a registered controller, select the data to delete in [Quick Search] on the top toolbar and click the Delete
button < i >.
When asked if you want to delete it, click [Yes].

n = Deleting a controller deletes all event data associated with all
configurations(such as doors) of this controller.

1f; liths ) and all event
data associated will be deleted. Areyou sure you wantto delete?
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SETTING UP V1000/X1100 BOARD

True

=
S

Icon Description

This is a function that automatically detects and configures the configuration information of the
currently selected controller.,

Add V100 or X100* Reader Board.

Add V200 or X200* Input Board.

Add V300 or X300* Output Board.

Save the currently set information.

Delete the currently selected board.

o) | (o] | (&) |[e) | ] [=)
B OB E

This is activated only when the board is clicked on the left of the screen, and it shows the

Name information of the board.
Board Types Shows the type of board currently selected
Board No. Shows the currently set board ID
Number of Doors Shows the number of doors the Reader Board will be used You can choose up to 2.

Degraded Mode Enabled | Shows whether the facility code access feature has been enabled or not.

10 Module Port Shows the 1/0 port number of the Aero controller.

*: Only supported for Aero controller.
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Setting the V1000 Board automatically

1. In the controller settings, select the V1000 type controller for
which you want to set the board.

2. Click the [Board Configuration] tab.

3. Click [ ] to navigate to the board currently connected to
the V1000.

m = This may not happen instantly due to intermittent communication
problems, so try again later.

4. When the search is successfully completed, a new window

will appear as shown on the right. et toFeaisier | sosriTie | Name | soudamber | Norberofboos sous
5. Check the [Registration] column and click the "Register" v 2 0 ot Regtred

button below.

6. If successfully registered, the boards added to the left status
will be shown.

7. Click the Save button < I > in the board toolbar to save.
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Setting the V1000 Board manually

1. In the controller settings, select the V1000 type controller for
which you want to set the board.

2. Click the [Board Configuration] tab.

3. On the left of the screen, click the Add icon for the board you
want to add.

w = V100, V200, V300 board can be added and for detailed
explanation of each icon, refer to "Setting up V1000/X1100
board". (Page 48)

4. Press the board you have added to enter a name. You can
save it asitis.

5. Enter the Board Number of the added board. Select the same number as the number on the back of the
board.

6. (For V100) Enter the number of doors to be used. Depending on how the access system is configured, 1 or 2
can be selected.

m = Depending on the number of doors, the type of door operation to be selected can be changed later when registering the door.

= \When the number of doors is 1: You can select the type of door operation as Card In Card Out (CICO). CICO is a type of door that
requires user authentication (card, password, or fingerprint) when entering or exiting the door. You can only select this type if the
number of doors in the selected board is set to 1.

= When the number of doors is 2: You can select the type of door operation as Card In Rex Out (CIRO). CIRO requires user
authentication (card, password, or fingerprint) only when entering through the door, and is a type of door that you can exit via the
Rex button when you exit. You can only select this type if the number of doors in the selected board is set to 2.

7. Click the Save button < JF] > in the board toolbar to save.
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Setting the X1100 Board manually

1. In the controller settings, select the X1100 type controller for
which you want to set the board.

2. Click the [Board Configuration] tab.

3. On the left of the screen, click the Add icon for the board you
want to add.

NILSAS e

w = X100, X200, X300 bhoard can be added and for detailed
explanation of each icon, refer to "Setting up V1000/X1100
board". (Page 48)

4. Press the board you have added to enter a name. You can
saveitasitis.

5. Enter the Board Number of the added board. Select the same number as the number on the back of the
board.

6. (For X100) Enter the number of doors to be used. Depending on how the access system is configured, 1 or 2
can be selected.

m = Depending on the number of doors, the type of door operation to be selected can be changed later when registering the door.

= \When the number of doors is 1: You can select the type of door operation as Card In Card Out (CICO). CICO is a type of door that
requires user authentication (card, password, or fingerprint) when entering or exiting the door. You can only select this type if the
number of doors in the selected board is set to 1.

= \When the number of doors is 2: You can select the type of door operation as Card In Card Out(OSDP), Card In Rex Out(OSDP),
and Card In Rex Out(CIRO). CIRO requires user authentication (card, password, or fingerprint) only when entering through the
door, and is a type of door that you can exit via the Rex button when you exit. You can only select this type if the number of
doors in the selected board is set to 2.

7. Click the Save button < I > in the board toolbar to save.
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SETTING UP BOARDS FOR V2000 AND EH400-K

The V2000 and EH400-K controllers cannot be used with additional expansion boards. Only the controller name, door
number setting, and additional description can be entered

w = The EH400-K controller supports only one reader by default, but two readers can be supported by adding a Wiegand reader
expansion module(EWM-M). Two readers can perform "Card In Gard Out" function.

Setting up boards for V2000 and EH400-K (Name, setting the number of doors)

1. In the controller settings, select the V2000 type or EH400-K
type controller for which you want to set the board.

2. Enter the name to be edited from the detailed list in the right.
3. Enter the number of doors to be set in [Number of Doors].

4. If additional comments are needed, enter an additional
description in [Description].

5. Click the Save button < [Fl > in the board toolbar.
6. Click the Save button < JFj] > in the toolbar above.

Board Type.

Editing and Deleting Board

To edit the registered board information

Select the board to be edited by performing a [Quick Search] in the top toolbar, edit the information and click the
Save button

<H>.

To delete the registered board

Select the board to be deleted by performing a [Quick Search] in the top toolbar and click the Delete button < &l >.
When asked if you want to delete it, click [Yes].
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SETTING BIOENTRY W2

To use BioEntry W2 which is used as fingerprint recognition or card reader, it has to be registered in the controller
settings. Since fingerprint information is of a size that cannot be transferred by the Wiegand communication method, it
requires network communication connection. The fingerprint and card information registered in the Configuration
Management are transmitted to the network through the IP address registered when BioEntry W2 was set.

Setting BioEntry W2

1. From the top menu, select [System Management] >
[Controller Setting].

2. Click the Add button < Rl > in the top toolbar.
3. Select [Name] of the access gateway.
4. Enter information of BioEntry W2 by performing a controller
automatic search or manual search.
',g = For information on how to search the controller automatically, refer
to "Registering a controller automatically". (Page 46)
= For information on how to search the controller manually, refer to

"Registering a controller manually". (Page 47)

5. Once you have filled in the required controller information, click the Save button < ] > on the toolbar t save it.

@ = Registered BioEntry W2 is used as a reader when registering the door.

Editing and deleting BioEntry W2

To edit the registered BioEntry W2 information

Select the board to be edited by performing a [Quick Search] in the top toolbar , edit the information and click the
Save button < [El >.

To delete the registered BioEntry W2 information

Select the board to be deleted by performing a [Quick Search] in the top toolbar and click the Delete button < & >.
When asked if you want to delete it, click [Yes].
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SETTING BIOLITE N2

To use BioLite N2 which is used as fingerprint recognition or card reader, it has to be registered in the controller settings.
Since fingerprint information is of a size that cannot be transferred by the Wiegand communication method, it requires
network communication connection. The fingerprint and card information registered in the Configuration Management
are transmitted to the network through the IP address registered when BioLite N2 was set.

Setting BioLite N2

1. From the top menu, select [System Management] >
[Controller Setting].

2. Click the Add button < Rl > in the top toolbar.
3. Select [Name] of the access gateway.

4. Enter information of BioLite N2 by performing a controller
automatic search or manual search.

',g = For information on how to search the controller automatically, refer
to "Registering a controller automatically". (Page 46)

= For information on how to search the controller manually, refer to =
"Registering a controller manually". (Page 47)

5. Once you have filled in the required controller information, click the Save button < ] > on the toolbar t save it.

@ = Registered BioLite N2 is used as a reader when registering the door.

Editing and deleting BioLite N2

To edit the registered BioLite N2 information

Select the board to be edited by performing a [Quick Search] in the top toolbar , edit the information and click the
Save button < [El >.

To delete the registered BioLite N2 information
Select the board to be deleted by performing a [Quick Search] in the top toolbar and click the Delete button < & >.
When asked if you want to delete it, click [Yes].
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SETTING XPASS2

To use XPass? as a card reader, register an IP in the controller settings. The card information registered in the
Configuration Management are transmitted to the network through the IP address registered when XPass2 was set.

Registering XPass2

1. From the top menu, click [System Management] >
[Controller Setting].

2. Click the Add button < Rl > in the top toolbar.
3. Select [Name] of the connection gateway.
4. Enter information for XPass2 through automatic or manual
controller search.
',g = For how to search the controller automatically, refer to
" Registering the controller automatically". (Page 46)
= For the method of manually of the controller, refer to " Registering
the controller manually". (Page 47)
5. When you have finished filling in the required controller information, click the < JEJ] > on the toolbar to save it.

@ = Registered XPass? is used as a reader when registering the door.

Modifying and deleting XPass2

To modify the registered XPass2 information

Select the board to be edited in [Quick Search] on the upper toolbar and change the information and click the
<H>

To delete the registered XPass2

Select the board to delete in [Quick Search] on the top toolbar and click the Delete button < >, When asked if
you want to delete it, click [Yes].
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SETTING THE DOOR

Each door can be added / modified.
This menu allows you to set the door by connecting to the previously set controller. The set door is controlled by the
controller.

¢ Name : Shows the name of the corresponding door to be registered. (Required)

¢ Building-Floor : Represents building and floor information where the door is located. (Required)
¢ Description : A description can be entered.

e Operating Time : The time from when the door is opened to when it is locked again.

e Extended Operating Time : If the authorized user is a user with extended access capability, make sure the door is
open for the appropriate time.

e Minimum Open Time : Even if the door closes quickly, set the minimum time until the door is locked.
e Door Held Alarm Time : Set the minimum time of the alarm if the door stays open.

m = The setting value of "Minimum Open Time Setting" should be set smaller than the value of "Operation Time".
= Refer to "Card Holder Management" for information on setting up the extension connection of a user. (Page 99)
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¢ UnLock Time Schedule : Ensures that the door is always open during the specified time schedule.

'g = For the time schedule setting, refer to "Setting Time Schedule". (Page 94)

e Select Device : Indicates the device to which the door is connected. (Required)
¢ Door Operation Type : Select the type of door operation.

Card In Card Out : A type of door that requires a user authentication (card, password, fingerprint or face) when
entering or exiting the door. You can only select this type if the number of doors in the selected board is set to 1.

Card In Rex Out : A type of door that requires a user authentication (card, password, fingerprint or face) only
when entering through the door, and can exit via the Rex button when exiting If the number of doors on the
selected board is set to 2, only this type can be selected.

Card In Card Out (OSDP) : Card In Card Out operation type connected with OSDP reader.
Card In Rex Out (OSDP) : Card In Rex Out operation type connected with OSDP reader.

',g = Refer to "Setting up V1000/X1100 Board" for the number of doors in the device. (page 48)

e Name : The name of the Reader of the entrance to be used. (Required)
e Select Reader Number : The reader number on the board to which the door will be connected. (Required)

¢ Reader Type : Indicates the type of reader connected to the door.

¢ Biometric Reader : If 'Reader Type' is a biometric reader, select the reader to be connected to this door from the
registered BioEntry W2 or BioLite N2 model.

@ = Biometric reader does not support time schedule, Role-based Access Rule, and Reader Tamper Interval.

Operation Mode : Choose what information is required when controlling the door he following items may be

required depending on the type of reader selected.

Card only : Decides whether to allow or deny entry using card information only.
Card and PIN : Decide whether to allow or deny entry using two pieces of information - card and password.

Card or PIN : Decides whether to allow or deny entry using only one piece of information, either a card or a
password.

PIN only : Decides whether to allow or deny entry using only PIN information.

Card and Fingerprint: Entering/exiting through the door is permitted/denied using the two information—card and
fingerprint.

Card or Fingerprint: Entering/exiting through the door is permitted/denied using only one of the two information—
card or fingerprint.

Fingerprint only: Entering/exiting through the door is permitted/denied using the fingerprint information only.

Fingerprint and PIN: Entering/exiting through the door is permitted/denied using the two information—fingerprint
and password.

Card and Fingerprint and PIN: Entering/exiting through the door is permitted/denied using the three
information—card, fingerprint, and password.

Face only: Entering/exiting through the door is permitted/denied using face recognition only.
Card and Face: Entering/exiting through the door is permitted/denied using the two information—card and face.

Card or Face: Entering/exiting through the door is permitted/denied using only one of the two information—card
or face.

* Role-based Acces Rule* : Select a rule from created Role-based Access Rule.
* Reader Tamper Interval : Select interval for cheking reader tamper.

* . Aero controller can only choose between Use/Not Used.
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READER TAMPER DETECTION

Wisenet ACS recognizes that the connection between the Reader and Board is disconnected and supports the function
to notify.

For example, if an intruder forces the reader to disconnect and enter the security zone, the Board detects this and
notifies the controller. This can be verified through the Wisenet ACS Monitoring program.

Reader Tamper Detection Setting

Entry Reader Exit Reader

Name [enty Name [

Select Reader Number [ To] selectReadernumber | |
Reader Type [Proximity Reader []  ReaderType [Proximity Reader [~]
Biometrics Reader | siometrics Reader -
Operation Hode [cardony 2]  Operation Mode [agony 1]
Role-base Rule [Not used [+]  Role-based Access Rule [Not used [~]
Reader Tamper Intenvl NotUsed  [] ReaderTamper nteral Notsed  [7]

e Reader Tamper Interval
= VertX Wiegand Reader : Can be set to Not Used or 0 - 99 sec.
= Aero Wiegand Reader : Can be set to Not Used, 10 sec, or 60 sec.

= Aero OSDP Reader : Always enabled, so users cannot change the settings.

How to enable Reader Tamper detection in a Reader?

1. From the top menu, click [System Management] > [Door Settings]
2. On the left [Door List], select the door you want to configure.

3. Select the item from [Reader Tamper Interval] at the bottom of the [Door Setting] page. set a value greater
than the seconds interval from the provider.

4. To save the settings, click the < & > button.
5. Synchronize your device.
= Supported devices are R10, R40, RK40 and Signo 20/40/20K/40K readers.
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Registering the door

1. From the top menu, select [System Management] > [Door
Setting].

. Click the Add button < @ > in the top toolbar.
. Enter [Name].

. Select [Building-Floor].

a Hh ODN

. Select [Operating Time]. Set the time for which will the door
be open after its normal authentication.

- Operating time : Set the time from when the door is
opened to when it is locked again.

NILSAS e

- Extended operation time : When an extension connection is set up on the user's card, the door is opened
for the set time from the designated item.

- Minimum Open Time : Even if the door closes quickly, set the minimum time until the door is locked.
- Door Held Alarm Time : Set the minimum time of the alarm if the door stays open.

',g = Refer to "Card Holder Management" for information on setting up the extended connection of a user. (page 99)

6. Select [Auto Lock Time Schedule]. This item is optional and is set as needed. Used to lock or unlock the door
for the time set in the time schedule in conjunction with the time schedule setting information.

7. Select [Device].
8. Select [Door Operation Type].
= "Card Entry Card Exit" is a door that can be entered after the card is approved and can be exited after the card is approved.
"Card Entry Rex Exit" is a door that can be entered after the card is approved and can be exited through the Exit button.

9. Set [Entry Reader] and [Exit Reader]. If you have only installed a reader at the entrance, enter only the
[Entrance Reader] information.
Set [Enable / Disable] for each reader.

10. Enter [Name].
11. Select [Select Reader Number] and [Reader Type].
12. If you have selected [Biometric Reader] as the [Reader Type], select the biometric reader to be used.
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13. If you select Facestation2 as the device selection, [Reader Type] is selected as [Face Reader].

14. Select the desired mode via [Operation Mode]. Operating modes will be shown differently according to the
reader type.

- Card only : Decides whether to allow or deny entry using only card information.
- Card and PIN : Decides whether to allow or deny entry using two pieces of information - card and password.

- Card or PIN : Decides whether to allow or deny entry using only one piece of information, either a card or a
password.

- PIN only : Decides whether to allow or deny entry using only PIN information.

- Card and Fingerprint: Entering/exiting through the door is permitted/denied using the two information—card
and fingerprint.

- Card or Fingerprint: Entering/exiting through the door is permitted/denied using only one of the two
information—card or fingerprint.

Fingerprint only: Entering/exiting through the door is permitted/denied using the fingerprint information only.

- Fingerprint and PIN: Entering/exiting through the door is permitted/denied using the two information—
fingerprint and password.

- Card and Fingerprint and PIN: Entering/exiting through the door is permitted/denied using the three
information—card, fingerprint, and password.

Face only: Entering/exiting through the door is permitted/denied using face recognition only.

- Card and Face: Entering/exiting through the door is permitted/denied using the two information—card and
face.

- Card or Face: Entering/exiting through the door is permitted/denied using only one of the two information—
card or face.

15. If [Reader Type] is [Biometric Reader], the reader operation mode is displayed as below.
- Card only : Decides whether to allow or deny entry using only card information.
- Card and PIN : Decides whether to allow or deny entry using two pieces of information - card and password.

Fingerprint and PIN: Entering/exiting through the door is permitted/denied using the two information—
fingerprint and password.

- Card and Fingerprint and PIN: Entering/exiting through the door is permitted/denied using the three
information—card, fingerprint, and password.

- Card or Fingerprint : Access is granted on Card Or Fingerprint authentication.

- Fingerprint Only : Access is granted based on Fingerprint only.

- Card and Fingerprint : Access is granted only if both card and fingerprint are authenticated.
16. If [Reader Type] is [Face Reader], the reader operation mode is displayed as below.

- Face only: Access is granted based on face recognition only.

- Card and Face: Access is granted only if both card and face are authenticated.

- Face or Card: Access is granted based on face recognition or card authentication.
17. Click the Save button < JJFj] > in the toolbar.

Editing and Deleting Door

To edit the registered door setting

Select the data to be edited by performing a [Quick Search] in the top toolbar, edit the information and click the
Save button < F] >.

To delete the registered door

Select the data to be deleted by performing a [Quick Search] in the top toolbar and click the Delete button < & >.
When asked if you want to delete it, click [Yes].
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SETTING THE INTERLOCKING

The purpose of the Interlocking function is to prevent any other doors of the group from being allowed access if any of
the doors is open among the doors set as one Interlock group.

Basic Settings
Name Interlock Description
Type Disable Reader [~]
Interlock Device Settings
Door List Interlock Door List
Door Building Floor | | [ Door Building Floor

¢ Name : Enter the interlocking name. (Required)

e Controller : The controller to which the door to apply interlocking. (Required)
Interlock function can be set only for the doors connected to the same controller.

e Type* : Can be set as 2 types.
= Disable Reader : Allows the reader to not react to a card even if the card is presented to the reader.

= Disable Door locks : When a card is presented into the reader, the reader displays access granted in the reader,
but the door is not actually open.

*: Aero controller does not support the reader deactivation type.
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Setting the Interlocking

1. From the top menu, select [System Management] >
[Interlocking].

2. Click the Add button < [E@l > in the top toolbar.

3. Enter the designated name to be registered in [Name].
(Required)

4. Select the controller in which the interlocking function is
applied to [Controller].

5. Select how the interlocking function will work in [Typel].

6. In the left door list, select the doors to be interlocked and
move them to the right. At least two doors must be in the
interlocking door list before interlocking can be set.

= |f any of the doors belonging to the interlocking are open, the rest of
the other doors will not allow entry.

7. Click the Save button < ] > in the toolbar above to save.

Editing and Deleting Interlocking

To edit the registered Interlocking information

Select the Interlocking to be edited by performing a [Quick Search] in the top toolbar , edit the information and
click the Save button < [E1 >.

To delete the Interlocking

Select the interlocking to be edited by performing a [Quick Search] in the top toolbar and click the Delete button
< k=N >.

When asked if you want to delete it, click [Yes].
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SETTING 10

You can make detailed settings for input and output of registered board.

10 Point Setting

g

o [

~ & V1000 (192.168.1.212) “| Input Name Setting

- viooo

Tnput Name [Tamper

Building-Floor Setting

Building-Floor [

Tamper Switch

Description

Input Type And Signal Type Setting

TnputType [Famper

Sorai T

AtoD Limit Setting

HRUL

e |Input Name : Indicates the name of the Input Point selected from the device list on the left. (Required)
e Building-Floor : Setup: Set the building and floor where the corresponding Input is installed. (Required)

e Description : A description can be entered.
e Input Type : Indicates the input type of the currently selected input.

e Signal Type : Can be configured in Aero controller only, and indicates the signal type of the currently selected

input (NO, NC).

= NO (Normal Open) : The contact point is open by default, but the signal occurs if the contact point closes.

= NC (Normal Close) : The contact point is closed by default, but the signal occurs of the contact point opens.

¢ AtoD Limit Setting* : Refers to the criteria for dividing the value when converting an analog signal to a digital

signal The maximum value can be set between 0 and 255.

Setting Input Point

1. Select the Input Point to be set from the list on the left.

2. Enter the name of the input selectedin [Input Name]. The default name can be left as is, or it can be changed

to a name that is easy for the user to recognize.
3. Set the building and floor where the corresponding Input is installed

4. Set the AtoD Limit Setting. If you are not an expert, leaving it set to the default value is recommended.

= For Aux Input, Input type is selectable.

5. Click the Save button < [Fl > in the toolbar to save.

*: Only the VertX controller has some of the setups that are editable (HRUL, HRLL, LRUL, LRLL).
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Setting Output Point

* &3 V1000 (192.168.1.25)
~ [ vio00

| output Name Setting

<] Battery Fail
- Aux Input 1

o] Aux Input 2
+ & outputs
Lalrelay 1]
o0 Relay 2
~ [ vioo

Output Type Setting

Output Type [Normal -]

output Relay Time o5ee =l

+ o outputs
o Strike Relay 1
o0 AuxRelay 1
o strike Relay 2
o0 Aux Relay 2

~ [ vioo

+ < nputs

e QOutput Name : Indicates the name of the Output Point selected from the device list on the left. (Required)
e Building-Floor : Set the building and floor where the corresponding Output is installed.

¢ Description : A description can be entered.

e Qutput Type : Indicates the output type of the currently selected Output.

e Output Relay Time : The time for which the output is sustained If it is 6 seconds, it outputs the signal for 6
seconds.(Required)

Setting Output Point

1. Select the Output Point to be set from the list on the left.

2. Enter the name of the input selected in [Output Name]. The default name can be left as is, or it can be
changed to a name that is easy for the user to recognize.

3. Set the building and floor where the corresponding Output is installed
4. Specify the length of time the output will last in [Output Relay Time].
5. Click the Save button < ] > in the toolbar to save.
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Setting 10 Link

You can connect the Input and Output to output the signal to the connected Output when a specific Input occurs.

e Name : Name of the registered I/O Link. (Required)

¢ Description : A description can be entered.

¢ Use : Indicates whether the corresponding I/O Link will be applied to the system.

e Controller : Indicates the controller to which the I/0 Link applies. (Required)

e Time Schedule : You can set the I/O link to operate only in that time zone using the set time schedule.

',g = For the time schedule setting, refer to "Setting Time Schedule". (page 94)
¢ Rule Trigger Condition
= Signal or Alarm : If a signal or an alarm occurs at the input contact, a signal is output through the output contact.
= Signal only : Signal is output through the output contact only when a signal occurs at the input contact.
= Alarm only : The signal is output through the output contact only when an alarm occurs at the input contact.

e Select Input : Select the input contact to set the 1/0 Link.
e Select Output : Select the output contact to set the I/O Link.

',g = The selected input point is connected to the output point, and if a signal is generated from the input point, the signal will
be output at the output point.
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10 Link Setting

1. From the top menu, select [System Management] > [I0
Link Setting].

2. Click the Add button < [E@ > in the top toolbar.

3. Enter the I/O Link’s designated name to be registered in
[Name]. (Required)

4. Check [Use].

m = Even if you register, uncheck the "Use" box if you do not want to
apply it to the system right away.

5. If you want to apply the time schedule according to the day
of the week, select the preset schedule in [Time Schedule].

'g = For the time schedule setting, refer to "Setting Time Schedule". (Page 94)

6. Select Input Detection Condition.
- Signals or alarms : If a signal or an alarm occurs at the input contact, a signal is output through the Output.
- Signal Only : The signal is output through the Output only when a signal occurs at the input point.
- Alarm Only : Signal is output through the Output only when an alarm occurs at the input point.

7. Select an input point.

8. Select an output point.

9. Click the Save button < & > in the toolbar to save.

Editing and Deleting 1/0 Link

To edit the registered 1/0O Link information

Select the I/0 Link to be edited by performing a [Quick Search] in the top toolbar, edit the information and click
the Save button < & >.

To delete the I/0 Link

Select the I/0 Link to be deleted by performing a [Quick Search] in the top toolbar and click the Delete button
< k=N >.
When asked if you want to delete it, click [Yes].
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DEGRADED MODE CARD SETTING

Wisenet ACS supports Degraded Mode for V100/X100 boards. In Degraded mode, when the connection between
V1000/X1100 controller and V100/X100 board is lost, V100/X100 recognizes it automatically and provides access only to
registered Facility Code card. The Aero controller supports only one Facility Code (the first value).

Facility Code Setting

1. From the top menu, click [System Management] >
[Facility Code Setting].

2. Enter the code in the <Facility Code> field and click the
[Add] button.

3. To save the settings, click the < & > button.

w = The facility code is a unique number displayed on the card box.

Controller Setting

1. From the top menu, click [System Management] >
[Controller Setting].

2. Select the Reader board (V100/X100) to be used in
Degraded Mode.

3. Change the right <Degraded Mode Enabled> to True.
4. To save the settings, click the < & > button.

w = Synchronize the “Device Settings” to make the changes effective
on the device

44 Facility Code Setting

- 4

Facility Code Setting

Facility Code o Add Delete

Select Facility Code
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SETTING THE MUSTERING AREA

The Mustering Area setting is a function that provides information of the occupants in the corresponding Area based on
the event of the door included in the Area set by the user.

- When there are many events occurring and the fire input event is received and processed late

- When the operating PC is turned off or does not work

- When communication configuration and settings with the device are not performed properly

- When Wisenet ACS is not running

This function is based on door events of the door, so it may not work properly in the following circumstances.

- Ifthe user has not processed an Entry/exit event normally, Wisenet ACS will output the report of all the registered Area if the

input set as the fire signal occurs.

(A door selected in one Area cannot be matched to another Area.)

= Entrances that are set up in the Mustering Area must have an Entry/exit reader.

Registering the Mustering Area

. From the top menu, select [System Management] >

[Mustering Area Setting].

2. Click the Add button < i@ > in the top toolbar.

3. Enter the name of the area in the [Area Name] field.

5.

w = The door list on the left shows all the doors that are set to "Card

(Required)

. From the [Door List], select the doors included in the section

from the door list on the left and move to the right.
Click the Save button < [Fl > in the toolbar.

Only" among the doors set in "Setting the Door".

Editing and Deleting Mustering Area

g Area Setting

Area Setting

Area - Entrance Setting
Door List

Area Name AREAL

Description Test Area

Registered Door List

Door

Building | Floor |

Door

Building | Fioor |

[ Gate 2

|| Gate 3

To edit the registered Area

Select the data to be edited by performing a [Quick Search] in the top toolbar, edit the information and click the
Save button < [E >.

To delete the registered Area

Select the data to be deleted by performing a [Quick Search] in the top toolbar and click the Delete button < & >.
When asked if you want to delete it, click [Yes].

68_ System



FIRE GROUP SETTING

The Fire Group Setting is a safety function in which when a fire event occurs for the input set to [Fire Signal, it opens all
the doors belonging to the fire group by unlocking all of the door locking devices.

Fira Group Basic Information Satting
Device Setting of Fire Group
Door List Fire Group Door List
Door Building Floor | ] [ Door Building Floor
[fiGate Building GF [Jcatez Building 1F
[] Gate 2 Building GF

e Fire Group : The name of the registered fire group name. (Required)

e Fire Input : Indicates the input point to receive a fire signal when a fire occurs. (Required)

e Door List : Displays all doors belonging to the controller that controls the selected fire input.

e Fire Group Door List : Doors set to fire group All doors in this list will be unlocked when a fire signal is generated.

m = The change of the device input to [Fire Signal] can be set in [System Management] > [I/0 Point Setting] function. For
details, refer to "Setting 10 Link". (Page 65)

= Fire signal can be set with Aux input port in V1000 only.

n = This function works through Wisenet ACS and may not work properly in the following circumstances.

- When where there are many events occurring and the fire input event is received and processed late
- When where the operating PC is turned off or does not work

- When where communication configuration and settings with the device are not performed properly

- When Wisenet ACS is not running

= This function is only a supplementary way to open the door in the event of a fire. A separate hardware device must be provided
to open the door manually in case of fire.

= |f an input set as a fire signal occurs, Wisenet ACS will open the doors registered to all registered fire groups. Therefore, set up
the necessary doors by using the fire group setting.
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Registering a Fire Group

1. From the top menu, select [System Management] > [Fire
Group Setting].

2. Click the Add button < [E& > in the top toolbar.

3. Enter the name of the fire group in the [Fire Group] field.
(Required)

4. In [Fire Input], the input list set as the fire signal at input
contat point is displayed. Select fire input. (Required)

[,g = |f the input list does not appear on the fire input, it is because there
is no input type set as the fire signal for the specific input from the
input point settings. Go to [System Management] >[I0 Point
Setting], select the input point setting which receives the fire
signal as input in the input contact setting, and set [Input Contact
Type] to [Fire Signals].

= Fire signal can be set with Aux input port in V1000 only.

5. If afire signal occurs in the [Door List], select the door that has been opened and click the right move button
<[ = |>to move to the right. Or, use the mouse to drag and drop to set.

6. Click the Save button < & > in the toolbar.

Editing and Deleting Fire Groups

To edit the registered fire group setting

Select the data to be edited by performing a [Quick Search] in the top toolbar, edit the information and click the
Save button < [E >.

To delete the registered fire group setting

Select the data to be deleted by performing a [Quick Search] in the top toolbar and click the Delete button < >,
When asked if you want to delete it, click [Yes].
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SETTING COMPANY

You can register company information and set door / input point / output point connected to the device for each company.

Registering Company

You can register or edit Company. You can register the device by company or view the report using registered
company information.

Registering Companies

1. From the top menu, select [System Management] >
[Register Company].

Company

2. Click the Add button < gl > in the top toolbar. company L —
3. Enter the company name in the [Company] field. (Required) ey mmml:|
4. Upon entering a logo, click [Open...] to register a logo image. | # <= \ \ et ] e
5. The rest of the input items are optional items, and they can c:m::’mw:
be entered if necessary. - |:|:

Description

6. Click the Save button < & > in the toolbar.

Editing and Deleting Companies

To edit the registered company information

Select the data to be edited by performing a [Quick Search] in the top toolbar, edit the information and click the Save
button < IEl >.

To delete the registered company

Select the data to be deleted by performing a [Quick Search] in the top toolbar and click the Delete button < & >.
When asked if you want to delete it, click [Yes].

Setting a Device for Each Company

You can set up the device for each company that was registered previously. Input / output of the currently
registered controller and entrance door should be registered for each company.

Setting a Device for Each Company

1. From the top menu, select [System Management] >
[Company Device Setting].

ey [ -|

Device Setting of Company

2. Select [Company].

3. Select the device to move from [Device List] to [Device List | O i

] ooor |
by Company] and click the move to right button <[ == > to BLGn 3 (g =1E) [EEg et
move it to the right. Or use the mouse to drag and drop to e

4 output

Fail
ut 1 (Building - 1F )
ut 2 (Building - GF )

set.
4. Click the Save button < & > in the toolbar.
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SETTING A GRAPHIC MAP

The locations of buildings or floors, doors, inputs, and outputs can be displayed in a graphic map. The graphic map set
in this setting will be used for monitoring by Wisenet ACS Monitoring.

Registering a Graphic Map

1. From the top menu, select [System Management] > B Graphichiap Setting -8 ox
[Graphic Map Setting]. wosorr CEFIE 4= = & & 4+ X

2. Click the Add button < i@ > in the top toolbar. o e s o

3. Enter a name into the [Graphic Map] field. (Required) Lo =

4. Select a floor of the building to which the graphic map is to e —
be applied from [Graphic Map Location]. Grashicep locston[euldng oo | TG Bl

- Al All floors are marked with the corresponding graphic | <™ Lo L cmom s
map applied. Choose when the graphic map chosen
represents the entire building, or when there is no need to
manage it on a floor-by-floor basis.

- Building-Floor : Applies different graphic maps to different
floors

Preview

5. Click the [Open Map File] button to select the graphic map
file (image).

= Map image files can be files with extensions such as bmp, jpg,
jpeg, gif, png and wmf,
However, jpg files are recommended.

6. Click [Graphic Map Setting] to set icons for the door, input,
and output on the map that has been set.

7. From the door list on the [Door] tab, select the door to be
moved onto the map screen and click and drag it to the
desired location.

8. Select the input and output devices on the [Input] and
[Output] tabs to be moved to the top of map screen, then
click and drag them to the desired location.
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9. Use the drawing tools in the middle of the screen to place rectangles, circles, and other images on the map
screen.

Drawing Tools Description

&, Itis used to draw rectangles. C
(7))
&

@ Itis used to draw circles. =
<

& Itis used to load an image file.

[ | Selects a color for the shape when drawing a rectangle or a circle.

10. Please select the color of the shape first using the color picker.

11. Select the rectangle or circle drawing tool, move the mouse to the location where you want to draw the shape
on the map screen, and drag-and-drop to draw an image.

12. Click the Save button < JJF > in the toolbar to close the Graphic Map Details screen.
13. Click the Save button < J|EJ] > in the toolbar to save information.

Editing and Deleting the Graphic Map

To edit the registered graphic map

Select the data to be edited by performing a [Quick Search] in the top toolbar, edit the information and click the
Save button < [E] >.

To delete the registered graphic map

Select the data to be deleted by performing a [Quick Search] in the top toolbar and click the Delete button < & >.
When asked if you want to delete it, click [Yes].
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USER ACCOUNTS SETTING

Setting User Account

Register users who can log in to the program.

& UserAccounts Setting

Quick Search _H

User Information

Login ID

Password

User Accounts Group

Company

Led L 1 £ 1

|
i
Password Confirmation |
|
|

Description

e L ogin ID : Enter User ID. (Required)

e Password : Enter a password. (Required)

e Password Confirmation : Enter the same password as the password entered. (Required)
e User Account Group : Select the group name of the user account. (Required)

e Company : Select the company to which the user belongs.

e Description : Enter a description of the user.

Registering User Account

1. From the top menu, select [System Management] > [User — [EREEETEE

Accounts Settings]. quick search [T
2. Click the Add button < [E@l > in the top toolbar. S—
3. Enter [Login ID]. Lagin 1D B ‘
4. Enter [Password] and [Password Confirmation]. (Required) ;55:0: ; }
5. Select [User Account Group]. (Required) User Accouts Group i -]
6. Select [Company]. Company B =

Description System Administrator

w = Selecting [All] when selecting a company, the corresponding

account can manage information about all companies after logging
in. If a specific company was selected, the corresponding account can only manage information about the selected company.

7. Click the Save button < JF > in the toolbar.

Editing and Deleting a User Account

To edit a registered user account

Select the data to be edited by performing a [Quick Search] in the top toolbar, edit the information and click the
Save button < [El > .

To delete a registered user account

Select the data to delete by performing a [Quick Search] in the top toolbar and click the Delete button < &l >.
When asked if you want to delete it, click [Yes].
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Setting User Group

Sets the permission group to which the user belongs. Each group can be given different login rights for Configuration
Management / Monitoring / Visitor Management.

& Accounts Group Setting

[ ]
Quick Search _ 2
User Accounts Group Information c_,"
User Group Name | Z
Description g
User Group Permissions [] Configuration
[] Monitoring

[] Visitor Management

e User Group Name : Represents a user group name. (Required)
e Description : Represents a description of the permission group.
e User Group Permission : Represents the permissions of the user group.

w = |f "Configuration" is checked, only Configuration Management has permission to connect. If "Monitoring" is checked, only
Monitoring has permission to connect. If "Visitor Management" is checked, only Visitor Management has permission to
connect. If all three are checked, has permission to connect the Configuration Management, Monitoring, and Visitor
Management programs.

Registering a User Group

. From the top menu, select [System Management] > [Accounts Group Setting].
. Click the Add button < i@ > in the top toolbar.

. Enter [User Group Name].

. Check [Configuration] and [Monitoring] in [User Group Permissions].

. Click the Save button < ]| > in the toolbar.

a A WON =

Editing and Deleting a User Account

To edit registered user group settings

Select the data to be edited by performing a [Quick Search] in the top toolbar, edit the information and click the
Save button < [F] >.

To delete a registered user group

Select the data to be deleted by performing a [Quick Search] in the top toolbar and click the Delete button < & >.
When asked if you want to delete it, click [Yes].
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User Account and Permissions Management

In "Setting User Account", the permission to monitor, lock / unlock can be granted or disabled to each registered
user.

User Account and Permissions Setting

1. From the top menu, select [System Management] >
[Account and Role Management].

2. Select [Login ID].

3. Give each door permission. (monitoring, lock / unlock).

4. Click the Save button < JE] > in the toolbar.

@ = Anperson in [Admin Group] has full permission over monitoring,
locking / unlocking all doors. (Not Editable)

CUSTOM FIELD SETTINGS

If desired by the user, additional necessary items can be set and utilized upon registering users. Registered custom fields
are available from the [Operation Management] > [Visitor Setting] > [Personnel Settings] tab.

Custom Field Settings

1. From the top menu, select [System Management] > [User
Custom Field Setting].

2. Check the [Whether to use] box in the field to enable or
disable it.

3. Under [Field Typel], select the desired field type.
o TextBox : Text format to enter additional information as
desired.

e CheckBox : A format in which check boxes can be created
and checked with or without a check mark.

o TextArea : Text format to enter additional information.
e Datelime : A format for specifying dates.

0000000000000 000000RRRYE

4. Enter the desired label name in [Label].
5. Click the Save button < & > in the toolbar.
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ROLE-BASED ACCESS SETTING *

Wisenet ACS supports Role-based Access Control function for secure areas such as safe. Role-based Access is a feature
that allows to configure Role-based rules to provide access to a door.

For Role-based Access, you need to define rules and roles. You then assign a rule to each Reader and assign a role to
each Card.

Card Role Setting

% Card Role Setting

Quick Search [0 -]

Name [ADMIN

Description ADMIN]

¢ Name: Shows the name of the Role. (Required field)
¢ Description: Shows additional information about the Role information.

Card Role Setting

1. From the top menu, click [System Management] > [Card Role Setting].
2. Click the Add button < i@ > on the top toolbar.

3. Enter the name of the Role.

4. Click the < ] > button to save the settings.

*: The Aero controller does not support the Role-based access setting. Access is permitted only when two
different cards of users with access rights to the door are authorized.
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Role-based Access Rule Setting

B Role-based Access Rule Setfing

ik search RN

Name ‘Hanwha\

Enforce Sequence 0

Timeout m Seconds

Entry Type |Onlv Report Violation El

Description

Role Sequence Setting
Card Role Sequence

\_Card Role |_Csrd Role
ADMIN ADMIN

>

¢ Name: Shows the name of the rule. (Required field)
e Enforce Sequence: Select if the cards must be presented in the Role order configured.
e Timeout: Sets the time limit for the execution of the rule.
e Entry Type
- Deny And Report Violation: Access is granted only after all the Rule conditions are met.

- Only Report Violation: You can open the door with only one Role included in Rule. However, if all the Rule
conditions are not met, an alarm will be generated.

e Description: Shows additional information about the rule information.
¢ Role Sequence Setting
- Card Role: Shows the list of available Role.

- Sequence: Shows the list of Role included in Rule. Use the < <= > and <[ .- > buttons to include or
exclude from the Role.
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Role-based Access Rule Setting

. Enter the name of the Rule.

. Select Entry Type.
Assign the role to apply to the rule.

© N O O A N =2

Assigning Card Role

. From the top menu, click [System Management] > [Role-based Access Rule Setting].
. Click the Add button < i@ > on the top toolbar.

. Check the check box to set the sequence.

. To specify the timeout for the rule, enter the timeout time.

. To save the settings, click the < JJEJ] > button.

Employes ID & Name
Employee D

Name First Name

LOAP User.

Card Numbe

Passwor rd

Exempt in o

ExemptAnti-passback [ ]

Extended Access 0O

Card Role Not Used 5]
Descrption

Registered Card Report

Card Valid Date Setting Access Group & Elevater Group Setting

Valid Date u} Access Group Lft Group

Valid from [2021-022610:03 27 -] Access Group | Not Used ]
vaid by mnnned B[] (DEm Ut [Foor[Tme
Card Tssue Date and Lost Setting
Lost 0
LostDate [ =a)
Tssue Date [erennnes  F
Retum Date [ Bl
= -

| emoe

|| [ oo |

Use | CardNumber |  Password | Access Type

Extended Access | Exempt Pin | ExemptAnti-passback | Access Group Name | Lift Group | Valid Date | Valid from

e Card Role: Shows the name of the assignable Role.

¢ Description: Shows an additional description of the assigned Role information.

Assigning Card Role

. Select [Access Card Information].

. Select Role.
. Click the [Modify] button.

o G A WO DN =

. From the top menu, click [Operation Management] > [Cardholder Management].

. Select [List of registered card issuance status] at the bottom.

. To save the settings, click the < J[E] > button.
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Assigning Role-based Rule

* Role-based Rule: Shows the name of the assignable rule.

Assigning Role-based Rule

1. From the top menu, click [System Management] > [Door Setting].
2. Select the list item of [Role-based Access Rule] at the bottom.
3. To save the settings, click the < JF] > button.

w = Finally, please synchronize all settings to the device.

= One Rule can store up to 8 Roles.

= Role-based Access supports up to 10 readers per controller.
For example, if you are using two readers as one Area, you can support up to 5 areas in total.
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ADVANCED SETTINGS

Advanced settings manage Global, Anti-passback and Guard Tour Management settings.

Global

In Global settings, share state between different VertX controllers. This setting allows to perform /O commands to
different controllers.

Global Group Setting

In Global Group Settings, can specify different VertX controllers to share state.

®. Global Group Setting

Quick Search (elLEl Groupl
Name Global Group1
Global Group Setting
Controller Controller
Name Internal ID Controller ” | Name Intemal 1D Controller | ‘
[ v1000-1FG... 1 192.168.1.13
[ V1000-24F-. 2 192.168.1.35
| v1000-13F-_. 3 192.168.1.15

>>

e Name : The name of the global group.
e Controller : Shows a list of controllers that can be set as a global group.

Registering a Global Group

1. On the top menu, click [Advanced]> [Global Group Setting].

2. Click the Add button < i@ > in the top toolbar.

3. Enter the name of the global group in the [Name] field. (Required)

4. Select controllers to be operated as [Global Group] and move it to the right.

w = Multiple items can be selected to move by clicking while holding the Ctrl or Shift key.

" <[ | > button, as well as double-click can enable the move.

n = The controllers to be designated as a group are the features that only support the VertX controller, and each must have a
different "Internal ID". If you want to find out about how to set the "Internal ID", please refer to "Setting a controller".
(page 45)
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Global 10 Link Setting
In the Global IO Link Setting, Can set the 10 Link of the Global Group.

@ Global 10 LinkSetting

10 Link List
Name Global Group | Input| 16 Name Setting

LI Name Global 10 Link 1

Descrption
U #

Select Device

Global Group T+]

Select Time Schedule

Time Schedule Time Schedule not use

Rule Trigger Condition

Rule Trigger Condition Signal or Alam [~]

Select Input Select Output

Input Aux Input 1 [~] output Relay 1

PR »
I
T

e Name : The name of the Global IO Link. (Required field)
e Description : You can enter a description for the global 10 link.
e Use : Indicates whether or not to apply the corresponding Global 1O Link to the system.
e Global Group : Can select a Global Group. (Required field)
¢ Time Schedule : Set the Global I/O Link to operate Only in that time zone using the set Time Schedule.
¢ Rule Trigger Condition
- Signal or Alarm : If a signal or an alarm occurs at the input contact, a signal is output through the output contact.
- Signal only : Signal is output through the output contact only when a signal occurs at the input contact.
- Alarm only : The signal is output through the output contact only when an alarm occurs at the input contact.
e Input : Select the input contact to set the Global I/0 Link. (Required field)
e Qutput : Select output contact to set Global I/O Link. (Required field)
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Anti-Passback Settings

When an unauthorized user uses the same card used by an authorized user to enter the door which was not used
to leave again, access can be controlled using this setting.

Name | Anti-passback | >U
Tye [Global Anti-passback [~]lslobal Group1 =l -] <
[r— g [<] o Achon [<]/50 e = >
Antipassback Setting e
Controller Door Reader Entrance Ext Intemal m

V1000-1FGate (192.168.1.13) Doort-1 entry ] u] u]
V1000-1F-Gate (152.168.0.13) suiding - 1F ooort2 eny 0 z g O
V1000-24F-Lab (192.168.1.35) Building - 24F Door24-1 Entry m] ] 4 wn
V1000-24F-Lab (192.168.1.35) Building - 247 | Door24-2 Entry [ w [ = | m

¢ Name : The name of the Anti-passback. (Require field)

e Type:

- Area Anti-passback: Specify the Controller to which the Anti-passback is applied.
- Global Anti-passback: Specify a Global Group to apply anti-passhack.

¢ Anti-Passback : If a passenger enters an authorized card and then attempts to enter again without a record of
leaving, can control access through the Anti-Passback setting.

w = Timed : Anti-Passback is applied regardless of the type of reader at the entrance, exit or inside.
Real : Anti-Passhack applies only when leader type is entrance or exit.

Basic Setting Detailed Setting Description
) After the designated time, if the card used to enter is used to enter again before being
No Action o
used to leave, no report or access denial will be made.
Timeout Report Only After the deS|glnat§d time, if the card used to enter is used to enter again before being
used to leave, it will be recorded
After the designated time, if the card used to enter is used to enter before being used
Report And Deny Access o . !
to leave, not only will it be recorded but also access will be denied.
) If the card used to enter is used to enter again before being used to leave, no report
No Action o
or access denial will be made.
Real Report Only Regardless of time, if the card used to enter is used to enter before being used to
leave, it will be recorded.
Report And Deny Access Regardless of time, if the card used to enter is used to enter before being used to

leave,not only it will be recorded but also access will be denied.
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Anti-Passback Setting

. Click [Advanced] > [Anti-passback Area Setting] in the top menu.

. Enter the name of the Anti-passback.

. Select the type of Anti-passback.

. Select the property of the doors that appears in the [Anti-Passback Setting].
. Click the Save button < & > in the toolbar.

g Hh WON =

Modify Anti-Passback

1. Select the Anti-passback using "Quick Search" on the top toolbar.
2. Modify the Anti-passback Area Setting information.

@ = You cannot change the Anti-passback type once set. If you need to change the configuration, delete the Anti-passback Area
Setting information and re-register.

3. Click the Save button < JE] > in the toolbar.

Delete Anti-Passback

1. Select the Anti-passback using "Quick Search" on the top toolbar, and Click the Delete button < &l >.
2. Asking whether want to delete it, Click [Yes].

w = Biometric reader does not support anti-passback.
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Guard Tour Management

By setting up patrol management, you can register patrols and patrols and print a patrol results report.

Register Guard

It is a function to register Guard for Guard Tour.

Select Company

o === =

Search Employee

oeparmet \

e \
P \ =

Card Holder Information

| card Number

Guard List

[~]  card Holder Number

| Employee ©

Employee Name | Card Numbe | Access Grou | Company |

Employee 1D | Employee Name - | Card Number | Access Group | Compar
Ar 02020025 Access Group  Company.
el 02020002 Access Grouy

3 oHE

Company

P
02020008 Access Group  Company

" - e

EEE—

e Company : A company of patrons to register. (Required field)

e Search : Retrieves the Guard information for Guard registration according to the following input values.

- Department : The department of the Guard to search.

- Name : The name of the Guard to search.

- Access Group : Access group of Guard to search.

Card Holder Number : The Card Holder Number of the Guard to search.
- Card number : The Card number of the Guard to search.

e Card Holder Information : Search result of Guard information.

e Guard List : List of registered Guard.

Register Guard

. From the top menu, click [Advanced] > [Register Guard)].
. Select a company from the Companies list.
. Use the [Search] button to search for the cardholder.

a Hh WO N =

. Click the Save button < & > in the toolbar.

Modify Guard

. Select the cardholder, then click the [[ > |] button to add the cardholder to add to the patrol list.

1. Use[[ « |]and[[ > |] buttons to move the cardholder you want to edit.

2. Click the Save button < & > in the toolbar.
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Register Guard Tour

Can set up Check Points and attribute settings that require patrol through the door or reader.

A2

e Company : The Company that will register ‘Guard Tour’. (Require field)

e Guard Tour Name : The name to register for ‘Guard Tour’. (Require field)

e Sequential Guard Tour : Applies reader access order to Guard Tour.

¢ Time Bound Guard Tour : Applies the time limit for conducting Guard Tour.

- Guard Tour Time : The time the Guard must arrive at the patrol point.
- Allowed Time for Early : Set Guard to arrive earlier than the specified number of minutes.
- Allowed Time for Late : Set the Guard to arrive later than the specified number of minutes.

Register Guard Tour

1. From the top menu, click [Advanced] > [Register Guard Tour].

2. Select the company from the [Company] list box.

3. Check [Sequential Guard Tour] if the patrol must be completed in sequence

4. Check [Time Bound Guard Tour] if the Guard Tour must be completed in sequence.

w = The [Time Bound Guard Tour] option enables the Guard Tour Time, Allowed Guard Tour Time for Early, and Allowed Time for
Late options.

5. Select [Available Check Point] doors, then click the [[ > |] button to add doors to be added to the [Selected
Guard Tour Points] list.

6. Click the Save button < ] > in the toolbar.

Modify Guard Tour

1. Select the Guard Tour using "Quick Search" on the top toolbar.

2. Use[[ < |]and [ > |] buttons to move the Doors or modify the information you want to edit.
3. Click the Save button < [l > in the toolbar.

Delete Guard Tour

1. Select the Guard Tour using "Quick Search" on the top toolbar, and Click the Delete button < & >.
2. Asking whether want to delete it, Click [Yes].
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Operations

Set the information necessary to operate the access control system. You can register and set the information necessary
for the operation of the access control system such as the information like department and title in the company, the
setting for time schedule management, the setting for the management of the visitors, and Meal Counting management
reader setting, etc.

Settings are configured in the order shown below. After that, the contents of each chapter will proceed in the order
shown below. If you are setting up Wisenet ACS for the first time, please proceed with the steps in the order shown.

= e =

(1) Department (2] Title (3] Position

SNOILYH3dO e

HE &&ﬁ. HA
—_

@ Company-Department @ Company-Title @ Company-Position

’)

L

& | &

Access Group Card Holder @ Sync Device
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SETTING A DEPARTMENT

Setting Department

Registering Department

1. From the top menu, select [Operation Management] >
[Department Setting].
2. Click the Add button < [E& > in the top toolbar.

3. Enter the name of Department into the [Department] field.
(Required)

4. Click the Save button < J[Fl > in the toolbar.

Editing and Deleting the Department

= DepartmentSetting

Department

Description

To edit the registered department setting

Select the data to be edited by performing a [Quick Search] in the top toolbar, edit the information and click the

Save button < [E >.

To delete registered department

Select the data to be deleted by performing a [Quick Search] in the top toolbar and click the Delete button < & >.

When asked if you want to delete it, click [Yes].

Setting Departments per each Company

Set up departments for each company.

',g = Even if a department has been set in "Setting Department" was set, it will not be shown in other functions unless it is

connected the department to be used by the company.

Selecting a Company and Setting Departments

1. From the top menu, select [Operation Management] >
[Company-Department Setting].

2. Click the Add button < i@ > in the top toolbar.

3. Enter the name of the Department in the [Select Company]
field. (Required)

4. Click the Save button < JE] > in the toolbar.

88_ Operations
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SETTING TITLE

Setting Title

Registering the Title

1.

From the top menu, select [Operation Management] >
[Title Setting].

. Click the Add button < Bl > in the top toolbar.

3. Enter the name of the title in [Title] field. (Required)
4. Click the Save button < E] > in the toolbar.

Editing and Deleting the Title

& Title Setting

Title

Description

SNOILYH3dO e

To edit the registered title

Select the data to be edited by performing a [Quick Search] in the top toolbar, edit the information and click the
Save button < [E] >.

To delete the registered title

Select the data to be deleted by performing a [Quick Search] in the top toolbar and click the Delete button < & >.
When asked if you want to delete it, click [Yes].

Setting Titles per Company

Set up titles to be used for each company.

w = Even if titles in "Setting Title", it will not be shown in other functions unless it is connected the titles to be used by the company.

Selecting a Company and Setting Up Titles

1.

From the top menu, select [Operation Management] >
[Company-Title Setting].

2. Click the Add button < i@ > in the top toolbar.

3. Enter the name of the title in the [Select Company] field.

(Required)

. Click the Save button < & > in the toolbar.

‘Select Company
HEw -
Company - Title Setting

Title List

Company - Title List
B3
L StManager
1 Manager
1 Intem
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SETTING POSITION

Setting Position

Registering Position

1. From the top menu, select [Operation Management] > 2 Position settng
[Position Setting]. quick search [ NNNGN
2. Click the Add button < i@ > in the top toolbar. Pasiton
3. Enter the name of the Postion into the [Position] field.
(Required)

4. Click the Save button < JE] > in the toolbar.

Editing and Deleting Position

To edit the registered Position setting

Select the data to be edited by performing a [Quick Search] in the top toolbar, edit the information and click the
Save button < [F] >.

To delete the registered position

Select the data to be deleted by performing a [Quick Search] in the top toolbar and click the Delete button < & >.
When asked if you want to delete it, click [Yes].

SETTING POSITION FOR EACH COMPANY

Set position to be used at each company.

@ = Even if a Postion was set in "Setting Position" it will not be shown in other functions unless it is connected to the Postion to be
used by the company.

Selecting a Company and Setting Position

1. From the top menu, select [Operation Management] > e
[Company-Position Setting]. " X

2. Select a company from [Select Company]. (Required) — e

3. Select the Postion to be registered in [Position List] and ‘P‘"“t"“"t'("““"’“’m'"g T
click the move to right button < -~ > to move to the right. = T
Or, use the mouse to drag and drop it to set. & postion-1

& Position-2

4. Click the Save button < ] > in the toolbar.
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MANAGING TIME SCHEDULE

Time Schedule Management sets the time to allow access to the entrance door or user managed by the system, and
manages the schedule used when the user is authorized to enter and exit only during the corresponding time. Set the
holidays, set the time zone in which access can be granted, and set it for each day of the week. The schedule set here is
used for time schedule setting for doors, lift, users, etc.

SETTING HOLIDAYS

Company holidays can be selected and managed as one group. Up to 8 holiday groups can be created, and up to
100 holidays can be created in one holiday group. The total number of holidays included in the holiday groups
cannot exceed 255.

B Holiday Setting

s D

-Iial iday Management Name Setting

Company [ [~ |] Description ‘

Name | Public Holdays )

View Calender and Holiday Setting

Previous Month ‘ 201707 ‘ Next Month ‘

Sunday Monday | Tuesday | Wednesday | Thursday Friday Saturday Holiday Date
1

2 3 4 5 6 7 8
3 9 10 11 12 13 14 15
—
16 17 18 19 20 21 22
23 24 25 26 27 28 29

30 31

No. Description

Indicates the company to which the selected holidays are connected

Displays the group name of the selected holiday

Displays the calendar of the selected month; if a holiday is set, it is displayed on the calendar

Displays the description of the selected holiday group

o) (8] ][e] | ]| (=

Shows both the date and description of the selected holidays from the current holiday group
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Registering Holidays

1.

From the top menu, select [Operation Management] >
[Holiday Setting].

. Click the Add button < Bl > in the top toolbar.
3. Select [Company]. (Required)
4. Enter the name of holiday management in the [Name] field.

(Required)

. Double-click the date on the calendar to register as a

holiday.

6. A separate holiday setting screen appears. Enter [Holiday].

7. Click the Save button < ]| > on the toolbar to save and

close the screen.

. Click the Save button < JF] > in the toolbar to save holiday

information.

Holiday Management Name Setting

Company ] o] osscrton
Name [puslc s

View Calender and Holiday Setting

Previous Month 201707 Next Morth

Sunday | Monday | Tuesday | Wednesday| Thursday | Frday | Saturday Holiday. oate od
2 » 1

| Holiday Setting

N\

&

Holiday

Description

Editing and Deleting Holidays

To edit holiday settings

Select the data to be edited by performing a [Quick Search] in the top toolbar, edit the information and click the

Save button < [F] >.

To delete holiday settings

Select the data to be deleted by performing a [Quick Search] in the top toolbar and click the Delete button < [ >.

When asked if you want to delete it, click [Yes].
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Setting Time Intervals

Split the 24-hour day into 5 sections in total. The time interval set here is applied to the day of the week setting in

the time schedule setting.

Company
Name

Description

Time Interval

Time Interval Information

[l

pom [ o]:[ 0]
FromEl:IIl
pom [ ][0
Fom [_o]:[ 0]
pom [ ][ 1

1B o 1

e Company : Indicates the company to which the current time interval belongs.

e Name : Shows the name of the currently set time interval.
* Description: The description entered when making the setting.

e Interval : Displays the set time interval The time between start and end is the time used for the time schedule,
which can be divided into a total of 5 sections and applied.

Registering Time Intervals

1. From the top menu, select [Operation Management] >

[Time Interval Setting].

2. Click the Add button < |l > in the top toolbar.
3. Select [Company]. (Required)

4. Enter the name of the time interval in the [Name] field.

(Required)

5. The time interval can be divided into a maximum of 5

intervals for a 24 hour day. If all 24 hours are to be set, after
checking [Use] of [Time 1], set [From] as [00:00], and [To]

as [24:00]. If 24 hours are to be divided into 2 sections,
check [Use] of the [Time 1] and [Time 2]. Then enter the split

time.

w = The time interval can not be set in duplicate.

6. Click the Save button < JE] > in the toolbar.
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Editing and Deleting the Time Intervals

To edit the registered time interval settings

Select the data to be edited by performing a [Quick Search] in the top toolbar, edit the information and click the
Save button < [E >.

To delete the registered time intervals

Select the data to be deleted by performing a [Quick Search] in the top toolbar and click the Delete button < >.
When asked if you want to delete it, click [Yes].

',g = Deleting the time interval will affect the corresponding time schedule in use and the time schedule information assigned to the

entry access group. When deleting, confirm and reset the time schedule setting and the time schedule information assigned to
the entry access group.

Setting Time Schedule

You can set the access time for each day of the week using the previously set Holiday and Time Interval. You can
set the access time for doors, lift, users, etc. using the time schedule set here. Time schedule can assign up to 12
Time Intervals.

@ = For details on how to use the time schedule set in "Setting Time Schedule" refer to the respective chapters.

Time Schedule Name Setting
Company [an [~]

Name [ ]

Description

Daily and Holiday Time Schedule Setting

WeekDay

e I
vordar e I
Tostey e I
Wednesday oo ] I
sy e[
e I
swey  [ee [

Holiday

Y= Rc|a—] |

01234567 8 91011121314151617 1819 20 21 22 23 24

e Company : Indicates the company to which this time schedule applies.
e Name : Indicates the name of this time schedule.

e Description : Displays a description.

e \Week Day : Displays the Time Interval set for each day of the week.

e Holiday : Displays the Time Interval set for each Holiday group set.

',g = Never : Do not use time schedule.
= All-Day : Allow all day access.
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Time Schedule Settings

1. From the top menu, select [Operation Management] >
[Time Schedule Setting].

2. Click the Add button < [E@ > in the top toolbar.
3. Select [Company].

4. Enter the name of the Time Schedule in the [Name] field.
(Required)

5. Select the time interval to apply to each day of the week.

6. If applying a holiday time schedule, select the holidays
already set. Select the time interval to apply to holidays.

7. Click the Save button < JF] > in the toolbar.

SNOILYH3dO e

Editing and Deleting Time Schedule

To edit Time Schedule Settings

Select the data to be edited by performing a [Quick Search] in the top toolbar, edit the information and click the
Save button < [E] >.

To delete a registered time schedule

Select the data to be deleted by performing a [Quick Search] in the top toolbar and click the Delete button < [ >.
When asked if you want to delete it, click [Yes].

m = Deleting the time schedule will affect the time schedule information assigned to the entry access group. Once you delete it,
check the time schedule information assigned to the entry access group and reset it.
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SETTING ACCESS GROUP

Users can be given access to multiple doors by setting them as one access group.

The access group added here will then set the group for each user’s card so that access permission can be

granted only to the group's door belonging to the card in possession.

Company. il

Door Setting of Access Group

Description

Door List and Access Group List
Door List

Time Schedule

Time Schedule not use

Door List of Access Group
Time Schedule not use

]

| Floor | Time schedul

Time Schedule

Door Building

Door

Building

| Floor |
GF

(Gate 1
[ Gate 2
[] Gate 3

Building
Building
Building

No.

Description

The company to which access group belongs.

The name of the access group

Alist of all the doors belonging to the company selected previously

Description: Displays a description

Alist of doors belonging to the registered access group

o) (8] ][e] | ]| (=
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Registering Access Group

1. From the top menu, select [Operation Management] >
[Access Group Setting].

2. Click the Add button < i@l > in the top toolbar.
3. Select [Company].

4. Enter the name of the entry access group in the [Name] field.
(Required)

5. From [Door List and Access Group List], select the door to
be registered as an entry access group. Along with the door,
the time schedule to apply to the door can be selected. In a
scenario in which access to registered visitors is always
allowed without applying a time schedule to the door, select
[Time Schedule not use] in [Time Schedule] setting.

',g = |fthe time schedule is be set in advance, the selectable time schedule can be shown when the list expands. For the time

schedule setting, refer to "Setting Time Schedule". (Page 94)

= |fyou want to apply different time schedules to the door, please refer to 7 below.

6. Select the door to be included in the entry access group and press the < -~ | > button to move to the right.

',g = Multiple items can be selected to move by clicking while holding the Ctrl or Shift key.

" <[ .- |>button, as well as click and drag, double-click can be used to move.)

7. To apply a different time schedule to each door, select the door to configure, select Time Schedule from the

top right of the table, and click Apply.
8. Click the Save button < & > in the toolbar to save.
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Creating new group with existing access groups

All the doors of existing groups can be easily registered to a new group. In this case, the existing group is not
deleted, but a new new group is added.

1. From the top menu, select [Operation Management] >
[Access Group Setting].

2. Click the Add button < [E@ > in the top toolbar.
3. Select [Company].

4. Enter the name of the entry access group in the [Name] field.
(Required)

5. From [Door List and Access Group List], select a tab
[Access Group List].

6. All previously registered entry access groups and doors will
be displayed. Select the entry access group to be included
in the new group.

7. Pressthe <[ -~ > button to move to the right.

',g = Multiple items can be selected to move by clicking while holding the Ctrl or Shift key.
= <[ - |>hutton, as well as drag, double-click can enable the move.)

8. To apply a different time schedule to each door, select the door to configure, select Time Schedule from the
top right of the table, and click Apply.

9. Click the Save button < [l > in the toolbar to save.

Editing and Deleting the Access Group

To edit the registered entry access group

Select the access group to be edited by performing a [Quick Search] in the top toolbar, edit the information and
click the Save button < IE >.

To delete the registered entry access group

Select the access group to be deleted by performing a [Quick Search] in the top toolbar and click the Delete button
<>

When asked if you want to delete it, click [Yes].
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CARD HOLDER MANAGEMENT

This menu is used to manage information about Card Holders who are allowed to access must be registered as a
user in this menu. Card or biometric information can be registered and used upon entry.

[t consists of 6 tabs. Details are as follows.

Basic information

Shows the photo of the corresponding no. of Card Holders and information about the company.

SNOILYH3dO e

Employes ID & Name
Employes 1D

Name

LDAP User

e Company : Represents the companies of the corresponding number of Card Holders.

e Department : Represents the departments of the corresponding number of Card Holders.
e Position : Represents the postion of the corresponding number of Card Holders.

e Title : Represents the job titles of the corresponding number of Card Holders.

e Description : A description can be entered and saved when necessary.
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Access Card Information

The card assigned can be registered to the corresponding of Card Holders or modified, and can be granted
access permissions.

- B + @& X
Employee ID & Name
Employee 1D [ 1
Name [Frstvame Vidde Name st Name
LOAP User
Basic Information Accéss Card Tnformation Detai Information Fingerprint Registration Face Registration User Defined Field
Detailed Card Information Card Valid Date Seting ‘Access Group & Elevater Group Setting
Whether to use the Card 1 Vaiid Date m| Access Group Lift Growp
Access Type Card Only <] vaid from 2021022610:03 28 [2]~] [ Access Group | [Nt Used [=]
Card Number Vald by s ed -] (2R [k [Foor[Time
passiord | Card 1ssue Date and Lost setting
i | Lost m|
- (e =5
n) Issue Date ICE
Not Used []  Retumpate Bl
= 1
Registered Card Report
tssue | woary || Remove || resetantpassback |
Use | cardNumber | password Access Type | Extended Access | Exempt Pin | Exemptantipassback | Access Group Name | Lift Group | Valid Date | valid from
=== =v

e Employee ID : Represents the Identification of the corresponding of Card Holder.
e Name : Represents the Name of the corresponding of Card Holder.

¢ Middle Name : Represents the Middle Name of the corresponding of Card Holder.
e | ast Name : Represents the Last Name of the corresponding of Card Holder.

e | DAP User : Indicates that the user is synchronized from LDAP.

',g = The Cardholder and Card information of the user synchronized from LDAP cannot be modify or delete. For more
information about LDAP users, see "Configuring LDAP". (Page 112)

¢ Whether to use the card : Check whether or not to use the card.
If this is unchecked, you will not have permission to get access for the door.

* Access Type : The following 4 Access Types are supported.
- Card only : Allows access only by card.
- Card and PIN : Must use both card and password to access.
- Card or PIN : Use card or enter password to access.

- PINonly : Allows access only by PIN.
e Card number : Indicates the card number.

e Password : Shows the password of the currently selected card.
e Exempt PIN : If the card has a password, this sets it as possible to enter without password.

',g = When using this function, the reader type of the door must be set to "Proximity Reader + Keypad".

100_ Operations



e Exempt Anti-Passback : If this function is checked, the door can be used regardless of the anti-passback
function setting at the door.

e Extended Access : Indicates whether to extend the connection or not If checked, the access door will open
for the extended access time set in the door when entering or exiting with this card.

e Cardholder Role : can set a role of a cardholder.
e Description : Shows a description of the card.

e Valid Date : Check this if you want to set the expiration date of the card If checked, the card will only be
allowed to be used within the period set from the validity start date to the validity end date. After the period,
the corresponding card cannot be used to access the door.

e Valid from, Valid by : When the effective date is checked, the validity period of the card is set.
e Lost: Ifitisalost card, check it to make this unusable.

e | ost Date : Can set the date of loss if lost.

e |ssue Date : Indicates the date of issue of the card.
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e Return Date: For return cards, indicate the return date.
e Access Group : Access groups can be set for those who can access using this card.
e Lift Group : Allows you to set up a group of lift that can use this card.

',g = For the lift group setting, refer to "Lift Access Group Setting". (Page 123)
Refer to "Setting the Access Group" for information on setting access group.
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Operations

Reset Antipassback
Wisenet ACS supports the function to Reset Antipassback function.

1. From the top menu, click [Operation Management] > [Card
Holder Management].

2. Click on the registered card in Access Card Information.

3. Click the <Reset Antipassback> button.

Detailed Information

Additional user information can be entered. Not all items need to set, and this can be used for filling out additional

information.

Employee 1D & Name.
Employee ID 201004

- Jiee

Nationaiity
Email ]

Gender © Male O Female

Contact Information

Phone(tobie) ]

Phone(Home)

Phone(Office) |

» Social Security ID : Indicates the resident registration number.
¢ Nationality : Indicates the nationality

e E-Mail : Displays the e-mail address of the user

e Gender : Indicates the gender of the user

e Contact Information : Displays the user's phone number Mobile phone / home / office phone numbers can

be saved.
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Managing Biometric Information (Fingerprint)

When fingerprint access authentication is required, the user's fingerprint can be registered.

If the user has never registered a fingerprint, the Fingerprint Data item is blank; if the user has registered a
fingerprint, the fingerprint information is in the Fingerprint Data item.

To register fingerprints, "BioMini Fingerprint Scanner" is required, and fingerprints can be registered from this
screen by connecting this unit.

Employee ID & Name
Employee ID
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Nam

] [

Fingerprint Data

Correct Fingerprint Registration Incorrect Fingerprint Registration

‘ kM ' Ix - Ix

Custom Field Settings

If there is additional information that needs to be recorded together, additional items can be created and added by
using custom fields.

Employee ID & Name
Employee ID 201004 ]

Name 3 ] [ddie Name st Name

LDAP User

User Defined Field Information
Label User Defined Field
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Setting User and Card

1. From the top menu, select [Operation Management] >
[Card Holder Management].

. Click the Add button < @ > in the top toolbar.
. Enter [Employee ID]. (Required)

. Enter [Name]. (Required)

a b ODN

. Check [Equipment Display Name]. Enter a name consisting | = w1+
of 8 letters or less.

6. Select [Company]. (Required)

7. Select [Department]. (Required)

8. Enter optional items of [Position] and [Title] as needed.

m = |f there are no items at setup, you must set a company, department, job title, postion and company-department, company-job
title, and company-postion in the Administration menu.

9. Register a photo by clicking [ @ |]. Or, if the PC has a webcam installed click [ | te |] to capture and register a
photo.

"g = Photo files can have the following extensions: bmp, jpg, jpeg, gif, png and wmf. Please note that if the photo file is too large,
there may be a delay in displaying it on the registration and monitoring screen. Also, it is recommended to use a file with the jpg
extension. The recommended size of the photo file is 100kb or less.

10. Move to the [Access Card Information] tab.

11. Check [Whether to use Card]. [Whether to use Card]
When the user does not use the card, such as in the case of
returning the card, check the card and withdraw the access
permission.

12. Select [Access Type].

w = The following 4 Access Types are supported.

- Card only : Allows access only by card.

- Card and PIN : Must use both card and password to access.
Card or PIN : Use card or enter password to access.

- PINonly : Allows access only by PIN.
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13. Enter [Card Number]. (Required)

14. Enter [Password]. Enter a number between 4 and 8 digits for the password.
(Must not duplicate the password of another card in the system.)

15. Check the checkbox for exemptions and access extensions.

16. If using the Effective Date function, check [Valid Date].

17. Enter [Valid from] and [Valid by].

18. To record the date of issue and date of return of the card, enter [Issue Date] and [Return Date].

19. Select [Access Group).
Access is allowed only for the doors belonging to the selected entry access group. Access times are also
limited according to the time schedule applied to the entry access group.

SNOILYH3dO e

@ = To set the entry access group and apply the time schedule setting, refer to "Setting Time Schedule".

20. Select [Lift Group].
Access is only allowed for floors belonging to the selected lift access group. Also, access times are limited
according to the time schedule applied to the lift access group.

',g = To set the lift access group and apply the time schedule setting, refer to "Setting Time Schedule".

21. Click the [Issue] button at the bottom of the screen.

22. Move to the [Detailed Information] tab. This function is an optional item and can be set as needed.
23. Enter the required information in the [Detailed Information] tab among the fields to be entered.
24. Click the Save button < JJFJ] > in the toolbar.

25. Click the Send button < > in the toolbar to transfer the registered users and cards to the device.

w = The relevant button must be clicked to sync with the device. Sync Device is also available under "Device Management > Sync
Device Configuration". For details, refer to "Syncing the device". (Page 125)
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Adding and Editing Cards

Multiple cards can be added to a single user, or existing card information can be modified.

Adding Cards

1. From the top menu, select [Operation Management] >
[Card Holder Management |.

2. By performing a "Quick Search" in the top toolbar, select

the user to which an additional card will be added.
3. Move to [Access Card Information] tab.

4. Enter the card information to be added and the rest of the

information.
m = For details, refer to "Setting User and Card". (Page 104)

5. Click the [Issue] button at the bottom of the screen.
6. Click the Save button < JJE > in the toolbar.

7. Click the Send button < [[&] > in the toolbar to transfer the card number to the device.

w = The registered card can be applied to the device in "Device Management > Sync Device Configuration". For details, refer to

"Syncing the device". (Page 125)

Edit Card Information

1. From the top menu, select [Operation Management] >
[Card Holder Management |.

2. By performing a "Quick Search" in the top toolbar, select

the user possessing the card to be edited.
3. Move to [Access Card Information] tab.

4. Select the card to edit from the list of cards issued at the

bottom.
. Edit the desired information.
. Click the [Modify] button at the bottom of the screen.
Click the Save button < & > in the toolbar.

© N o O
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Fingerprint registration

You can register your fingerprints on the [Fingerprint Registration] tab.

Registering User’s Fingerprint
1. From the top menu, select [Operation Management] >
[Card Holder Management |.

2. By performing a "Quick Search" in the top toolbar , select
the user whose fingerprint is to be registered.

SNOILYH3dO e

3. Go to the [Fingerprint Registration] tab.
4. Click the [Capture] button. ‘

5. When the button is pressed, the fingerprint scanner window
will illuminate red. At this moment, register the first fingerprint |
by placing the finger to register. anl gk

6. If asked to register the fingerprint two times on the screen,
click the "OK" button.

7. When the window of the fingerprint scanner illuminates in red, register the second fingerprint by raising the
same registered finger again.

’g = After registering the first fingerprint, be sure to remove the finger from the fingerprint scanner window, and when the scanner
illuminates again, raise the finger to register the second fingerprint. If your fingerprints are not of good quality and the scan is
rated 1 or 2 stars, re-register or use another finger.

8. When the fingerprint is successfully registered, the following
screen appears.
9. Click the Save button < J[Fl > on the toolbar.

10. Click the Send button < [[&l > on the toolbar to transfer the
fingerprint information to the device.

Fingerprint Delete

1. From the top menu, select [Operation Management] > Lo Y
[Card Holder Management ]. L § el

2. By performing a "Quick Search" in the top toolbar , select
the user whose fingerprint is to be deleted.

. Go to the [Fingerprint Registration] tab.

. Click the [Clear] button.

. Click the Save button < JEFJ > on the toolbar.

. Click the Send button < Jaf] > on the toolbar to transfer the edited information to the device.

(=24, B S ]
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Managing Lost Cards

If the user loses the card or wants to delete the card, you can delete the card through the following process.

Processing Lost Cards
1. From the top menu, select [Operation Management] >
[Card Holder Management |.

2. By performing a "Quick Search" in the top toolbar , select
the relevant user.

3. Move to [Access Card Information] tab.

S

. Select the card to process the card loss from the list of cards
issued at the bottom.

. Check in the [Lost] section.

. Select [Lost Date].

. Click the [Modify] button at the bottom of the screen.
. Click the Save button < JF > on the toolbar.

. Click the Send button < Jaf] > on the toolbar to transfer the edited information to the device.

© 00 N O O

Editing and Deleting the User Account

To edit the registered user information
Select the data to be edited by performing a [Quick Search] in the top toolbar and edit the information.

To delete the registered user information
Select the data to be deleted by performing a [Quick Search] in the top toolbar and delete the information.
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EXPORT / IMPORT DATA

Card information and user's information can be saved to a file or saved to the system via a saved file.

Import Data

Import Excel or CSV file

SNOILYH3dO e

1. From the top menu, select [Operation Management] >

[Data Import/Export].
2. Select the [Import] tab. w } ‘ .‘
3. Click [Open file] to select the file to open. i ]
4. If you are importing an Excel file, specify the sheet in which | e ==

the data to be loaded are saved in [Sheet Name]. o
5. Click "Connect".
6. Once successfully connected, the columns are displayed in

the column of "Data Column(File)" in the mapping table by

data column. - S

- Data column (file): Column information from the file to be o

imported. e

- Data Column (DB) : The column required when storing in this system
7. Based on the data column (file), select from the data column (DB) the value that should be stored when the
value of this column is stored in this system.

',g = Ared mark means that it is a system column that must be connected.

8. Select the company in which the user information from the file will be included in [Company].
9. Select the entry access group in which the user information from the file will be included in [Access Group).

10. Select the entry access group in which the user information from the file will be included in [Lift Access
Group]. (Optional ltems)

11. Click the Mapping.
12. In the data preview on the right, make sure that each value is connected correctly, as previously mapped.

w = |fared mark appears, hover the mouse over the red line to see why it is red. If red line is present, it cannot be saved, so check
the reason for the red line, then modify the value of the file and try again.

13. Save by clicking Save Data.
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Import Text file

1. From the top menu, select [Operation Management] >
[Data Import/Export).

2. Select the [Import] tab.

3. Click [Open file] to select the file to open.

4. From [Delimiter Type], select Delimiter.

@ = Check how the columns of the file to be imported are separated
and select it.

- Separated by ",": Select CSV Delimited
- Separated by Tabs: Select Tab Delimited
- Separated by other letters: Select Custom Delimited

5. If you select "Delimiter Type" enter the delimiter in [User
Defined Delimiter].

6. Click "Connect".

Select File
Select Fle

Delimiter Type.

ata Column(File)

sV Delimited

Map/Preview Data by Columns
Mapping data by column

»»»»»

Data Column(08)

7. Once you have successfully connected, the columns are displayed in the column of "Data Column(File)" in the

mapping table by data column.

- Data column (file): Column information from the file to be imported.
- Data Column (DB) : The column required when storing in this system

8. Based on the data column (file), select from the data column (DB) the value that should be stored when the

value of this column is stored in this system.

m = Ared mark means that it is a system column that must be connected.

9. Select the company in which the user information from the file will be included in [Company].

10. Select the entry access group in which the user information from the file will be included in [Access Group].
11. Select the entry access group in which the user information from the file will be included in [Lift Access

Group]. (Optional ltems)
12. Click the Mapping.

13. In the data preview on the right, make sure that each value is connected correctly, as previously mapped.

w = |f ared mark appears, hover the mouse over the red line to see why it is red. If a red line is present, it cannot be saved, so check
the reason for the red line, then modify the value of the file and try again.

14. Save by pressing the Save Data.
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Save as data file

Export as Excel file

1.

From the top menu, select [Operation Management] >
[Data Import/Export].

2. Select the [Export] tab.
3. Select Excel as [Typel].

. In [Save as], specify the location and name for the fle to be

saved.

. Specify the sheet name of the Excel file where the exported

data will be stored.

6. Click the "Connect" button.

7. In the selection, select the information of the data to be

saved as a file.

- Card Holder Details: Save the information of the Card
Holder as a file

Tmpor{card holder) [EXGOTE

‘Select Export Type & Setting

seectFle [CAUseri20170619\pescopopentiesds | [ |

Exclshestame [ ]

Export Option
Select Option

Data Preview

14

20170001
20170005
20170006

James kim Department.1

Jonathan Tom Department2

- Access Card Details: Save the information of the card as a file

8. Click Preview data.

9. Check the data to be exported in the Preview Data.

10. Save it as a file by clicking the Export button.

E

1.

xport as a Text file

From the top menu, select [Operation Management] >
[Data Import/Export].

. Select the [Export] tab.

3. Select Text in [Typel].

4. In [Select File], specify the location and name for the file to

be saved.

. When separating the columns in [Delimiter Type], specify

the delimiter type to be used.
- CSV Delimited: Columns are separated by
- Tab Delimited: Columns are separated by Tab

- Custom Delimited : Each column separated by a
designated letter

by the character you enter.

7. Click the "Connect" button.

10

1.

‘Select Export Type & Setting
Type

(CAUsers\20170619\Deskiopltest1 1002301 [ .

vodmes ]
[ e |
Fl [ oaimemn |

SelectFile

Delimiter Type.

Export Option

Select option (Card Holder Detalled Information

Data Preview

1

z 20170001
5 20170005
6 20170006

Jonathan Tom "

. If "Delimiter Type" has been selected, enter a delimiter in [User Defined Delimiter]. Columns will be divided

. In the selection, select the information of the data to be saved as a file.

- Card Holder Details: Save the information of the Card Holder as a file
- Access Card Details: Save the information of the card as a file

. Click Import Data.

. Check the imported data from the Preview Data.
Save it as afile by clicking the Export button.
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Operations

LDAP SETTING

LDAP Setting is the ability to synchronize Active Directory "Security group” users that have the same "Access Group",
"Company" and "Department" in ACS.

Configuring LDAP

1. From the top menu, click [Operation Management]> [LDAP
Setting].

2. Check "Use LDAP Server".
3. Enter information =

Port £

e |P Address : Enter the Active Directory IP address of the T
server.

e Port : Enter the Active Directory access port. (Default: 389)

e Login ID : Enter a user Account that has Active Directory
access.

e Password : Enter the password for a user Account that has Active Directory access.

4. Click the Save button < JJFj] > on the top toolbar to save it.

5. Click the "Connection Test" button.
Information x

',g = |f the connection is successful, [Configuration] and

[Synchronization] tabs are enabled.
@ [LDAP Server] is anline.
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6. Click the [Configuration] tab and set the properties of the
LDAP to be imported.

',g = |fyou do not have the item you want, you can enter it manually by
selecting the "User Custom" property.

e Employee ID : Personnel number to be registered as a
Card Holder.

e First Name : This is the name that will be registered as a
Card Holder.

¢ Middle Name : Middle name to be registered as a Card
Holder.

e Last Name : This is the surname that will be registered as
a Card Holder.

e Company : This is the company that will be registered as a
Card Holder

Employee 1D

First Name
Hiddle Name
Last Name
Company
Department

[0 ot import ]

Card Number

Select Security Groups.
Securty Group Select

Security Group.
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e Department : This is the department that will be registered as a Card Holder.
e Card Number : This is the card number to be registered as a Card Holder.

'g = |f "Do Not Import" is selected, the Card Holder is not
registered.

e Security Group: The security group you want to
synchronize from LDAP.

w = The" " button allows you to select a security group to
add Active Directory user information to a Card Holder. Also,
remove the added security group by clicking the " - "
button, and you can easily select the security group list by
using the " [ selectan | " or " [ removear | " buttons.

Select |

Security Group

Users
Guests

Replicator

IIS_IUSRS

HOoOoooogogoinonono

Administrators

Print Operators
Backup Operators

Remote Deskiop Users
Network Configuration Operatars
Performance Monitor Users
Performance Log Users
Distributed COM Users

Cryptographic Operators
Event Log Readers

ok | \

Close
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7. Click the [Synchronization] tab.

e Enable Auto Sync : This feature allows you to automatically
synchronize the information of Card Holder from Active

Directory every day. I
S
e Auto Sync Time : Set the time to synchronize automatically [ sosmcrme — (wa B
every day. (Hour: minute) P e
e Sync Now : Synchronize information of the Card Holder g s

from Active Directory now.

e | ast Sync Time : Shows the last time the synchronization
was successful.

e | ast Sync Status : Shows the result of the last
synchronization.

8. Click the " " button.

@ = Sync result is displayed in "Last Sync Status".
= The card holder and card information of the user synchronized from LDAP cannot be modified and deleted.

= To change the cardholder and card information, change the attributes of the user or security group in Active Directory and then
proceed with the synchronization.

= |n the Card Holder synchronized from LDAP, you can register in [Adding and Editing Cards] if you need additional cards. Cards
added via [Adding and Editing Cards] can be edited and deleted.

= To set the automatic synchronization, set the desired time after checking "Enable automatic synchronization" on the [Sync]
tab, and then set it by clicking the [ JEJ} ] button.

114_ Operations



MEAL COUNTING MANAGEMENT SETTINGS

The meal counting management function is a function that allows you to identify the number of meal counting checks
occurring in each reader per person, using the events that occurred in the readers set by the meal counting

management reader.

Registering a Reader for Meal Counting Management

1. From the top menu, select [Operation Management] >
[Reader Setting(Meal Counting)].

2. Select [Company].

3. In the left menu, all the readers connected to the company
are displayed. Select the reader to be used for meal counting
management and move it to the right.

m = Select the reader and double-click or drag to move it to the right.

4. Click the Save button < [l > in the toolbar above to save.

‘Select Company
Company o

Reader List

Registered Reader List

[A]Gote 1t Guraing o)
ey
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Aftendance

ATTENDANCE

Wisenet ACS supports time and attendance management.

Reader setting (Attendance)

i ReaderSetting(Attendance)

L]
b &
|

Select Company

Company Company El

Reader List Registered Reader List

>

e Company : Shows a list of companies registered in [System Management] > [Register Company]. (Required
field)

e Reader List : Displays the list of registered readers in [System Management] > [Company- device setting].
¢ Registered Reader List : Shows the list of readers to be used for time and attendance management.
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Setting the Lt

By setting lift, users can be controlled through various access rights .

LIFT SETTING

Initial setting of the lift can be performed. This. It sets the building where the lift is operated, the controller in charge, and
the number of floors in which the lift is operated.

Lift Name and Building Setting

Lift Name: | | Description

Building |

Eajxa|

Controller |

Avaliable Floor List Registered Building-Floor List

14T IHL ONILLIS e

[ Floor ] [ Floor |

>

e Lift Name : Displays the name of the designated lift.

¢ Building : Indicates which building the lift belongs to.

e Controller : Indicates the controller responsible for the lift.

¢ Avaliable Floor List : Displays all floors belonging to the selected building.

* Registered Building-Floor List : Shows the number of floors in which the lift is operated.

Registering the Lift

. From the top menu, select [Lift] > [Lift Setting].

. Click the Add button < i@ > in the top toolbar.

. Enter the lift name.

. Select the building to which the lift belongs to be registered in [Building].
. Select the controller which the lift is to be managed by in [Controller].

o G A WODN =

. Select the number of floors on which the lift will operate from the "Avaliable Floor List" of the floor setting and
move to the right.

w = Multiple items can be selected by clicking while holding the Ctrl or Shift key.
= Moving is possible by double clicking or dragging.

7. Click the Save button < ] > in the toolbar.

English _117



Setting the Lt

Editing and Deleting the Lift Information

To edit the registered lift information

Select the data to be edited by performing a [Quick Search] in the top toolbar, edit the information and click the
Save button < [E >.

To delete the registered lift information

Select the data to be deleted by performing a [Quick Search] in the top toolbar and click the Delete button < >.
When asked if you want to delete it, click [Yes].

SETTING UP THE LIFT READER

You can set the reader to be installed in the lift.

¢ |ift Name : The name of the lift where the reader is installed.
¢ Select Device : The name of the device to which relevant reader is connected.

¢ Read Mode(OSDP)* : Decides whether to use OSDP reader for the elevator. Does not work properly if the setup is
different from that of the actually connected reader.

¢ Name : Shows the name of the corresponding reader.
e Select Reader Number : The reader number on the board to which the door will be connected. (Required)
¢ Reader type : Indicates the type of reader connected to the door.

¢ Biometrics Reader : If the "Reader Type" is a biometric reader, select the reader to be connected to this door of
the registered BioEntry W2 or BioLite N2 model.

*: Only supported for Aero controller.
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e Operation Mode

Card only : Decides whether to allow or deny entry using only card information.
Card and PIN : Decides whether to allow or deny entry using two pieces of information - card and password.

Card or PIN : Decides whether to allow or deny entry using only one piece of information, either a card or a
password.

PIN only : Decides whether to allow or deny entry using only PIN information.

Card and Fingerprint: Entering/exiting through the door is permitted/denied using the two information—card and
fingerprint.

Card or Fingerprint: Entering/exiting through the door is permitted/denied using only one of the two information—
card or fingerprint.

Fingerprint only: Entering/exiting through the door is permitted/denied using the fingerprint information only.

Fingerprint and PIN: Entering/exiting through the door is permitted/denied using the two information—fingerprint
and password.

Card and Fingerprint and PIN: Entering/exiting through the door is permitted/denied using the three
information—card, fingerprint, and password.

Face only: Entering/exiting through the door is permitted/denied using face recognition only.
Card and Face: Entering/exiting through the door is permitted/denied using the two information—card and face.

Card or Face: Entering/exiting through the door is permitted/denied using only one of the two information—card
or face.

Output Relay Time : The output relay time is the time after which the board connected to each floor signals the lift
when the reader approves the user The lift can only be operated during the relevant time, so it has to be adjusted
within the appropriate range.

English _119

14T IHL ONILLIS e



Setting the Lt

Registering the Lift Reader

1. From the top menu, select [Lift] > [Lift Reader Setting].
2. Click the Add button < iR > in the top toolbar.
3. Select the lift where the reader will be installed in [Lift Name].
4. Select the device to which the reader to be registered is connected from [Select Device].
m u When [[=]] s clicked in the device selection, the board belonging to the controller specified at the time of lift setting is
displayed.
= |fitis already connected to a door, it cannot be added as a duplicate.

5. Enter the name of the reader to register in [Name].

6. Select the device to which the reader to be registered is
connected from [Select Reader Number].

7. Select the type of reader to register from [Reader Type].

8. If a biometric reader has been selected in [Reader Type],
select the biometric reader from [Biometrics Reader].

@ = To be able to select from the list, it must be registered in advance.
Refer to "Registering a controller" for registration. (Page 45)

9. Select the desired mode via [Operation Mode].
m = Depending on the reader type selected, the list of reader operation modes may vary.

10. Specify the time in [Output Relay Time].
11. Click the Save button < JJ|Fj] > in the toolbar to save.

Editing and Deleting the Lift Reader Information

To edit the registered lift reader information

Select the data to be edited by performing a [Quick Search] in the top toolbar, edit the information and click the
Save button < [E] >.

To delete the registered lift reader information

Select the data to be deleted by performing a [Quick Search] in the top toolbar and click the Delete button < & >.
When asked if you want to delete it, click [Yes].

120_ Setting the Lift



LIFT OUTPUT SETTING FOR VERTX CONTROLLER

Connect the output point of the board that will take charge of each floor of the lift. Lift control will be possible if the board
is selected to control each floor.

B Lift Outp
Quick Search [T} [-] >

Lift Output Setting

etting -

~

Board Board Number Model
=] V1000-1F-Gate 32 Vviooo
Output Floor

Relay 1 Not Used

Relay 2

Not Used

Board
vi00
V100
V100
vi00
V100
V100

B
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Lift Output point Setting

1. From the top menu, select [Lift] > [Lift Output Setting].
2. Select the desired lift to set via [Quick Search] in the top toolbar.

3. Upon selecting an lift, the list below will show all the devices belonging to the controller connected to the
corresponding lift.

4. Click the [[#]] button on the board to be connected to expand the list of output points on the board.
5. Select the layer to connect to the output point to be connected.

w = Once a floor is set, it cannot be connected to the output of another board.

6. Click the Save button < J[Fl > in the toolbar to save.
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LIFT OUTPUT SETTING FOR AERO CONTROLLER

Sets the output contact point of the board responsible for the starting floor of the elevator. Based on the configured relay,
the floors of the building are assigned to the relay in regular succession. Up to 128 floors can be assigned.

Bl Lift Output Setting

Quick seareh “
Lift Output Setting
Number of elevator floors | 2 Floorl
Select Start Board X200 -]
Select Start output Relay 1 Fl

conta

Lift Output point Setting

1. From the top menu, select [Lift] > [Lift Output Setting].

2. Select the desired lift to set via [Quick Search] in the top toolbar.
e Number of elevator floors : Shows the number of floors saved in the elevator selected from quick search.

e Select Start Board : Select the elevator output contact point initial relay board.
e Select Start output contact : Select the elevator output contact point initial relay.

3. Click the Save button < & > in the toolbar to save.
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LIFT ACCESS GROUP SETTING

This is where the lift access group is set.
One entry access group can save not only one lift but also another lift's floors. The set group is used to grant lift access
permission from "Card Holder Management > Access Card Information".

]
m
Lift Access Group Setting j
Lift Group ID I | Description E
company [ ©
e | =
Time Schedule [Time Schedule notuse || %
Lift access group floor setting —
Lift Floor List Lift-floor list of Access Group 3
]
> [ Lift2
> [ Lift4

e Lift Group ID : The ID assigned to the lift access group.

e Company : Indicates the company to which this access group belongs.

e Lift access group name : Displays the lift access group name.

e Time Schedule : It is possible to control access to each floor with an lift within a designated schedule only.
¢ Description : Displays a description.

e Lift Floor List : Shows a list of all registered lift.

o Lift-floor list of Access Group : Shows lift and floor set as the current group.
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Registering Lift Access Group

1. From the top menu, select [Lift] > [Lift Access GroupSetting ].
2. Click the Add button < iR > in the top toolbar.
3. Select an ID to be assigned to the group to be registered in [Lift Group ID].

w = This is used internally and you can choose any value.

4. Select the company to which the lift group applies from [Company].
5. Enter the name of the access group to be registered in [Lift access group name].

6. In [Time Schedule], if you do not want to set the time schedule, select "Time Schedule Not use".
',g = For the time schedule setting, refer to "Setting Time Schedule". (Page 94)

7. Select the lift or floor to belong to or the access group to register from the lift list on the left.
8. Click the Save button < ] > in the toolbar to save.
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Davice Manaocement

SYNCING THE DEVICE

The information set in the previous step is normally applied to the access control system only when the value has been
set to sync with the device through "Sync Device Configuration®.

O
(15 V1000
& V1000-B2
165 EH400H
£k V2000
16 New

ol
 Device Setting
 OperationManagement

@ Cardholders

¢ Device List : Displays the currently registered gateway and controller The device to be synced can be selected for

sync.

e Sync : The item to be synced There are 4 items in total, and it provides the ability to sync only specific parts

according to the set part.
- All': Sync all information

- Device Settings : Sync only the information of controllers, boards, I/0 points, I/0O links, zones, doors and fire

groups

- Operation Management : Syncs information of holiday, time interval, time schedule, entry access group, and

door

- Cardholders : Syncs only cardholder information (including card and fingerprint information)

Syncing the Device Settings Information

1. From the top menu, select [Device Management] > [Sync Device Configuration].

2. Select the device to be synced from the Device Settings list on the left of the screen.

'g = Multiple selections are allowed, and if gateway is selected, all devices belonging to the bottom of the gateway are selected.

3. Select the item to be synced from the Sync list on the right side of the screen.

4. Click the Send button < [[] > in the toolbar to sync.
5. The sync result will be displayed.

n = |ntermittent communication problems can cause sync failures. If this happens, re-sync after a while.
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E-MAIL SERVER SETTING

E-Mail notification is a function to receive various events generated by Wisenet ACS in real time via E-Mail.

#8 E-Mail ServerSetting

E-Mail Server Setting

] Use E-Mail Notification

SMTP Host |sample.stmp.com Port Number
E-Mail |)Dooo(.m@hanwha.com |
Password | |
Language Setting |Eng|ish El

[] Use System Credentials
[] Enable TLS

¢ Use E-Mail Notification : Shows whether e-mail notification function is enabled.
e SMTP Host : Shows the SMTP server name for sending e-mail.

e Port Number : Shows the SMTP port.

e E-Mail : Shows the email account for logging in to the SMTP server.

e Password : Shows the password of the account for login to the SMTP server.
e Language Setting : Shows the language of the email content to be notified.

e Use System Credentials : Shows whether to enable authentication via email account and password to use SMTP
server.

e Enable TLS : Shows whether to use TLS security method when sending e-mail.
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RECIPIENT SETTING

=3 RecipientSetting

Quick Search H

Receiver Information

Name | LEE |

E-Mail | 300 0x@hanwha.com |
\

Description

Receiving Event

Event E-Mail

!

Access Granted (Extended)
Access Granted (Lift)
Access Granted (Role-based)
Rex Switch Signal (Occurred)
Rex Switch Signal (Released)
Door Opened
Door Closed
Door Unlocked
Door Locked

EiEEPm e
00~ KR RR R~

e Name : Shows the name of the recipient to receive the email. (Required field)

e E-Mail : Shows the recipient's email address to receive the email. (Required field)

¢ Description : Shows an additional description of recipient information.

¢ Receiving Event : Shows the types of events that recipients will be notified via e-mail.
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E-mail Notification Setting

To use the email notification feature, you must set up an email server and a recipient.

E-mail Server Setting

© N O O A N =2

. Click the [Tool] > [E-mail Server Settings] from the top menu.

. Select the [Use Email Notification] checkbox. Uncheck it if you do not want to use the option.

. Enter the SMTP server name in the [SMTP Host] field.

. Enter the SMTP port number in the [Port Number] field.

. In the E-mail and Password fields, enter the e-mail account and password for the SMTP server login.
. Select tha language for the contents of e-mail.

Check/Uncheck for use of System Credential and Use TLS for Mail Server setting.

. To save the settings, click the < Fj] > button.

E-mail Recipient Setting

N o a0 N 0N

. From the top menu, click [Tool] > [Recipient Setting].

. Click the Add button < i@l > on the top toolbar.

. In the Name field, enter the name of the recipient to receive the emalil.

. Inthe [E-mail] field, enter the email address where you want to receive email.

. In the Description field, enter an additional description of the recipient.

. [Receiving Event] Select the type of event that recipients will be notified via e-mail.

To save the settings, click the < FJ] > button.
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You can back up and restore databases that are stored on the Wisenet ACS Server. In addition, you can set up
automatic scheduled backups to back up your data periodically over a specified period of time.

DATA BACKUP/RESTORE

Provides the ability to back up all databases managed by Wisenet ACS Server

@ Database Backup/Resiore

¢

J1O00L e

Database Backup/Restore Auto Management for Event Data

Manual Database Backup

Backup Fle Path [Ci\Program Files (x86) Wisenet\Wisene | ][ sadap |
Database Restore

Backup File Name [C:\Program Files (x86)\Wisenet\Wisenet Access\Configuration Manager | ][ Restore |
Scheduled Database Backup

0 use

Backup © Every Day & Every Week £ Every Month

Day of Week [Sunday

Maximum Number of 105

Files I =

Data Back-Up

8.
9.

Run Wisenet ACS Configuration Management.
Login.

10.Click the Backup / Restore Database menu on the Tool menu.
11.Click the Backup / Restore Database tab.

12. In [Manual Database Backup], click the [| .. |] button.
13.Specify the path to save the backup file.

14.Click the [Backup] button to proceed with the backup.

15.If the backup was successful, the message "Successfully Completed" will appear.

Scheduled Database Backup

This function allows you to automatically perform a regular backup on a specified date by specifying a backup
data or cycle..

1.

Run Wisenet ACS Configuration Management.

2. Login.
3.
4
5

Click the Backup / Restore Database menu on the Tool menu.

. Click the Backup / Restore Database tab.
. Click the [use] field so that it is checked.

w = |f itis not checked, automatic backups will not run even if a time period is specified.
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6. Select the desired cycle.
e Every Day: Perform an automatic backup each day

¢ Every Week: Perform an automatic backup each week on the specified day of the week.
e Every Month: Automatic backup is performed on the specified date every month
7. Select the date.
e |f "Every Day": No need to make a selection because it is being backed up daily
e |f "Every Week": Choose which day of the week to back up each week.
e |f "Every Month": Choose which date of the month to back up each month.

8. Select the maximum number of backup files.

@ = Only perform scheduled database backup a set number of times. Once the set number of backup files has been created, the
scheduled database backup will not proceed.

RESTORING DATA

It can be restored using the backed up data.

. Run Wisenet ACS Configuration Management.

. Login.

. Click the Backup / Restore Database menu on the Tool menu.

. Click the Backup / Restore Database tab.

. Under the [Database Restore] tab, click the [[ .. |] button.

. Select a database file to restore.

Click the [Restore] button.

. If the restore was successful, a "Successfully Completed" message window will be displayed.

© 0O N O G A ODN =

. Run the program again.
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AUTO MANAGEMENT FOR EVENT DATA

Manage outdated event data by automatically / manually deleting event data outside the specified time period.

The types of events managed are as follows.

- Normal Events: Events occurring when the status of the
equipment is normal or access is normal

- Alarm Events: Events occurring when the status of the
equipment or access is abnormal

- Input and Output Events: Events related to input and output
of the equipment

- Auditing Log: Logs generated when the user changes the
setting or data through the program

J1O00L e

Manually Deleting the Event

Manually delete event data outside the specified time period.

. Run Wisenet ACS Configuration Management.

. Login.

. Click the Backup / Restore Database menu on the Tool menu.
. Click the [Auto Management for Event Data] tab.

a Hh WO N =

. Check the event data to delete in [Select Event Data).

w = Multiple data can be selected.

6. Choose how much data to deleted and how many months of data are to be left.
7. Click the [Delete] button.
8. If the delete was successful, a "Successfully Competed" message window will be displayed.

Automatically Deleting the Event

Automatically deletes and manages event data outside the specified period

1. Run Wisenet ACS Configuration Management.
. Login.

2
3. Click the Backup / Restore Database menu on the Tool menu.
4. Click the [Auto Management for Event Data] tab.

5

. Click [Use] from [Auto Management Schedule].

w = [fitis not checked, data will not be automatically deleted.

6. Choose how much data is to be deleted and how many months of data are to be left by each event.

7. Click [Save] to save.
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WISENET WAVE SETUP

You can monitor events that occur from the Wisenet ACS and control the door access events in the Wisenet
WAVE. Enter the IP address, port, and account information for WAVE TS and WAVE and then sync with the
Wisenet WAVE.

Connecting to the Wisenet WAVE

You can connect to the Wisenet WAVE by entering the IP address, port, and account information for WAVE TS

and WAVE.
B8 Sync WAVE Configuration
m M X
Connection Eve
WAVE TS Information Success
IP Address Port
Login ID (WAVE TS)
Password (WAVE TS)
WAVE Information Success
IP Address Port
Login ID
Password
1. From the top menu, click [Tool] > [Sync WAVE Configuration].
2. Click the [Connection] tab.
3. Enter the [IP Address], [Port], [Login ID], and [Password] for WAVE TS and WAVE.
4. Click the [Connection] button.

When the connection result appears and the connection is a success, the [Event Sync] tab activates.
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Syncing with the Wisenet WAVE

Select the items to sync with the Wisenet WAVE for synchronization.

[ sync WAVE Configuration

= E' v

Connection Event Sync

Sync With Wisenet WAVE

@ Al

" Generic Event

" Soft Trigger

1. From the top menu, click [Tool] > [Sync WAVE Configuration)].
2. Click the [Event Sync] tab.
3. Select the items to sync with the Wisenet WAVE.

4. Click the Send button < [&] >.
The syncing results appear for the selected items.

[,g = |fthe event setup or connection under the [Connection] tab is a failure, the result pops up. Check the
setup and connection, and then try again.

= |f the settings for generic events and soft triggers have been changed, try syncing again.
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Setting up generic events in the Wisenet WAVE

You can configure the settings for the events to transmit to the Wisenet WAVE. You can select the target events
and the devices to take action upon occurrence of events. You can also configure the actions to be taken by the
Wisenet WAVE upon occurrence of events.

Generic Event Setting
Name Generic Event 01
Event Action
Select Source (At) Door []  [poorx1100 [ Select Device ()
Select Event (At) T Camera Name [ 1P Address.
] Event 0 K0201R 192.168.1.100
PNMLC16000 192168.1.112
3 Access Granted (Extended) O es002 192.168.0.43
¥ M Access Granted (Ut spa-C100 192.168.1.134
¥ 3 Access Granted (Role-based) ] AasPIE 169.254.125.157
™ @ Door Opened XNE-6000 192.168.0.127
© 3 Door Cosed ] 1sDcam 192.168.77.81
¥ @ Door Unlocked KND2012R 192.168.1.100
¥ @ DoorLocked NHP£200 192168.0.125
& @ Access Denied (Card or in Not Registered) NO-3050T 192.168.0.134
@ Access Denied (Deleted Card Or Pin) spaci00 192.168.1.134
@ Access Denied (unauthorized Door Access) SPaw100 192168113
¥ @ Access Denied (invalidTime Schedule) 1 PNMCI4404-channel 4 192.168.0.67
¥ @ Access Denied (Invalid Pin) ¥ NP0 192.168.0.221
@ Access Denied (Door  Schedule Not Configured) ¥ XNO-CaOBIR 192.168.0.81
¥ @ Access Denied (Inactve Card) ¥ | PNM-CO022RV 192.168.02
@ Access Denied (Role-based Access Rule) :
¥ @ Access Denied (Role Sequence Violation) 00 4 Wite To Log
& @ Antpassback Vilation Show Text Overiay [ sookmak |
¥ @ Door Held Alam (Occurred) - — -
@ Door Held Alamn (leared) LEEs
™ Door Forced Alam (Occurred)
¥ @ Door Forced Alam (Geared)
M Door Not Use (Occurred)

1. From the top menu, click [Tool] > [WAVE WAVE Generic Event].

2. Enter the event name in the [Name] field.
The saved event name can be selected in [Quick Search].

3. In[Select Source], you can select event options for source types and their options.
The event settings for the selected source type appear in the [Select Event] list.

@ = The sources saved by other presets do not appear in the [Select Source] list.

4. Inthe [Select Event] list, select a desired event.
5. In [Select Device], select a device to take action upon occurrence of an event.
@ = When connection fails in the [Sync WAVE Configuration] > [Connection] tab, the device list does not
appear. Check the setup and connection, and then try again.

= |fthe listed devices have a preset that has been synced with another server, set up a new preset with the
server to connect to.
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6. In [Do], select actions to be taken by the WAVE upon occurrence of an event.
- Write To Log : Only the logs for events are stored in WAVE.

Use Show Text Overlay : During WAVE monitoring, the event information appears as text on top of the
event video for a specific time. You can set the time to display the text.

Use Bookmark : Bookmark and save the event video in WAVE. You can set when to start recording before
occurrence of an event or when to stop recording after occurrence of an event.

7. When the configuration for [Wisenet WAVE Generic Event] is finished and an event occurs, the screen
synced with the WAVE is as follows.

In [System Administration] > [General] > [Event Rules] on the Wisenet WAVE Client, the event list appears. If
you click an event, its detailed information appears.

System Administation.. CulAIA | 4F5G3T3 S

JAN
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Setting up soft triggers in the Wisenet WAVE

If the door access control is required for the selected device, the Wisenet WAVE can control the operation of the
doors. You can take action by selecting the icon displayed for door access control on the event video in the WAVE

monitoring screen.

E Soft Trigger

Name

Event

= al
u

m}

m}

a

a

a

m}

3 soft Trigger 0|~ |

Soft Trigger Setting

Soft Trigger 01

Select Device (At)
Camera Name

PNM-C34404-channel 4
SPA-W100
TNB-2000
NHP-P200
PNM-C34404-channel 2
MGC-F9010L
PNM-C32083
TID-600R
PNM-C32084
PNM-C16000
SPA-C100
SPM4210
PNO-AQDBIR
XRN-642082
TNV-C7013R
SPA-W100
XNP-L6322RG01
XNB-9002
MGC-DS080LT
TNO-L4030T
NHP-P100
XNZL6320
PNM-C32083
PNM-C12083

1P Address

192.168.0.80
192.168.1.133
192.168.1.100
192.168.0.217
192.168.0.67
192.168.0.62
192.168.0.66
192.168.0.132
192.168.0.15
192.168.0.65
192.168.1.134
192.168.0.130
192.168.1.223
192.168.1.200
192.168.1.100
192.168.1.133
192.168.0.87
192.168.0.221
192.168.03
192.168.05
192.168.0.252
192.168.1.100
192.168.0.108
192.168.0.32

Action
Select Source (At)
o Al Door
o Door X1100
Door X100

Select Action (Do) Unlock [~

1. From the top menu, click [Tool] > [WAVE WAVE Soft Trigger].

2. Enter the event name in the [Name] field.
The saved event name can be selected in [Quick Search].

3. In [Select Device], select devices to display soft triggers.

[,g = |fthe listed devices have a preset that has been synced with another server, set up a new preset with the
server to connect to.

4. In [Select Source], select doors where events occur.

',g = The doors saved by other presets do not appear in the [Select Source] list.

5. In [Select Action], select actions to be taken by the WAVE upon occurrence of an event.
You can select [UnlockfR] ] or [Lock[El].
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6. When the configuration for [Wisenet WAVE Soft Trigger] is finished and an event occurs, the screen synced
with the WAVE is as follows.

Icons are displayed on the monitoring video in the Wisenet WAVE Client. If you click an icon, you can take the
action.

Grant Access Normal

Type: Normal

Data and Time: 2024-07-04 1:35:07 AM
Event: Grant Access Normal

Location: Building -1F

Door Or Lift: 6F A Zone Door

Name: Michael

Card Number: 02020015

Company: Company

Device: B2(X100)
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oetting up the WAVE Transaction Senver

You can change the login account information for the Wisenet ACS WAVE Transaction Server. You can also set the port
of the Transaction Server or the IP address and port of the Wisenet ACS server.

’g = Wisenet ACS WAVE Transaction Server is provided separately for syncing with the Wisenet WAVE.

Change ID

Change Password

Server Configuration

Open Source Announcement

@ Exit

H@?;IWA

e Change ID : You can change the login ID of the Wisenet ACS WAVE Transaction Server.
e Change Password: You can change the login password of the Wisenet ACS WAVE Transaction Server.

e Server Configuration: You can set the port of the Transaction Server or the IP address and port of the Wisenet ACS
Server.

e Open Source Announcement: You can check the open source information of the WAVE Transaction Server.
e Exit : It ends the Wisenet ACS.
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CHANGING THE ACCOUNT INFORMATION OF THE WAVE TRANSACTION
SERVER

You can change the login ID or password for the WAVE Transaction Server.

1.
2.

On the Windows taskbar, click [ . Show hidden icons].

Right-click on the Wisenet ACS WAVE Transaction Server
icon.
A context menu appears.

. From the context menu, select [Change ID] or [Change

Password|.
The login window for the WAVE Transaction Server
appears.

. Enter your current ID and password and then try login

The [Change ID] or [Change Password] window appears.

. Enter your current ID or password, and then enter a new ID

or password.
To change the password, enter the new password again.

. Click [Save] to save the settings.

',g = Set the password to at least 8 characters using a combination
of uppercase and lowercase English letters, numbers, and
special characters (| @ # $ % " &%)

CONFIGURING THE SERVER

Change ID >
Curent ID | admin |
New 1D | |

Cancel

Change Password >
Curent PW [e0eesecece =
New PW [e000000000 2|
Confim PW [eeeec0sece |

Cancel

You can change the port of the WAVE Transaction Server or the IP address and port of the Wisenet ACS server.

. On the Windows taskbar, click [ . Show hidden icons].
. Right-click on the Wisenet ACS WAVE Transaction Server

icon.
A context menu appears.

. From the context menu, select [Server Configuration).

The [Server Configuration] window appears.

. Change the port of the WAVE Transaction Server or the IP

address and port of the Wisenet ACS server.

. Click [Apply] to save the settings.

[ server Configuraton

WAVE Transaction Server
WAVE TS Port a088
WAVE Server Information
WACS Server IP address 127,001
WACS Server Port 8030
Apply Close
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Nonitorng the access control

WISENET ACS MONITORING

Wisenet ACS Monitoring is an integrated monitoring program for access control events. All the events of the access
control system can be seen at a glance, and the opening and closing of each door can be controlled remotely through
the graphic map.

LOGGING IN

Program Login
Device information settings can be synced.

1. Go to [Start] > [All Programs] > [Wisenet ACS] >
[Monitoring].
Wisenet ACS Supports English, French, Germany, Spanish,

[talian, Russian, Chinese (Cantonese, Mandarin), Korean, WIiSeNeT ACS

Arabic, Portuguese, and Czech. Monitoring

English
admin

2. Can be logged in after checking the server

connection
1) Click the [ JEEME | button below the login Server Infomation

window’s log in button to open the Server Settings

window. Hast 127.0.0.1]

. Port 8080

2) Check <Host>, <Port> and then click the

[Connection Test] button.
3) Complete the connection check and click <OK>.

3. Enter [LOGIN ID] and [PASSWORD] and click

[Login].

',g = The default [LOGIN ID] for Wisenet ACS Monitoring is "admin".
= The default [PASSWORD] is not specified at first run. When you click Login, you will be prompted to change your password.
= |fyou have already changed your password in Configuration Management, you can use the same password.

n = The language can be changed on the login screen but cannot be changed after the program has started running.
The language is not available in the calendar and time display area. If you want to change it, change it to the desired format in
[Control Panel] > [Regional and Language Options] > [Standard and Format]. After you change the format, the new
calendar and timestamp format will be reflected when you run program again.
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OVERVIEW

Wisenet ACS Monitoring is an integrated monitoring program for access control events. All the events of the access
control system can be seen at a glance, and the opening and closing of each gate can be controlled remotely through
the graphic map.

TTOHLNOD SS3OJV FHL ONIHOLINON e

No. Description

Displays the hierarchy of the Building-Floor, as well as the Input, Output, Door, and Graphic Maps.

This is where the graphics map can be viewed.

This is where the events that occurred on the device can be viewed.

Click the "Connection Status" button to display the connection status of the device in a tree structure.

Provides a filter when you want to select only required events from among the events that occurred in window #3.

CIHEHCIONE
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Bar on top

No Name Description
D Displays the contact's ID.
Lock Locks the monitoring.
Log off Log off.
Door Management | Manage all the doors registered to the system.

Search Alarm Data

Alarm data can be retrieved and processed.

CIMSNCCTHEICINONE

Mustering Report | Views the Mustering Report.
Guard Tour Status | This menu provides the execution and monitoring of a patrol.
Setting Settings such as alarm color, alarm sound, lock mode setting, and automatic fire alarm

report output in the event of a fire can be configured.
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Map Viewer

Provides a graphic map view

B2 EH

1 2] 38
No. Name Description
@ Full Screen Map viewer fills the current monitor
@ Layout Change 1x1, 2x2, 3x3 layouts can be selected.
@ AUTO Automatically places graphic map layouts.
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Event Viewer

Displays normal events, alarm events, and program events.

Detailed Descriptions

¢ Normal Event : Event is displayed when the status of the equipment is normal or access is normal
e Alarm Event : Event is displayed when the status or access of the equipment is abnormal
¢ Double-click an event to view information about the event

e Filter : Can view only checked events

Name Description
Change Event You can view the photos larger or smaller. If a photo is shown as small, the photo will
Visibility automatically appear in its original when you hover the mouse cursor over it.

Confirm Alarm

- Checks the selected alarm event Verified alarm events and verified details can be
viewed in the alert event report.

- Checks the selected alarm event with details Verified alarm events and verified
details can be viewed in the alert event report.

& : Checks all alarm events Verified alarm events can be viewed in reports.

Clear Events

Deletes all events in the event list

Maximize/Normalize
Event List

ERCI O R

View the event list on the full screen or change it to normal size.
When the event list is displayed externally, maximize the event list on the monitor.
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MANAGING THE EVENTS

All alarms or events during access control can be monitored by Wisenet ACS Monitoring. All events are always displayed in
the Event Viewer at the bottom of the screen, and the event describes the detailed view and confirmation function.

View Event Details

1. The details of the event can be checked by double-clicking
[Event Viewer] at the bottom of the main screen.

Building - 1F

2. Each field in the detailed view window is as shown below.
e Event time: The time when the corresponding alarm (event)
has occurred.

e | ocation: Indicates the information of the building and floor
where the alarm (event) has occurred.

e Door: Indicates the name of the door where the alarm e e
(event) has occurred. oo e

e Device: Indicates the Input / Output information of the = =
corresponding board where the alarm (gvent) has occurred

e Card number: Indicates the number of the card use to = =
enter the door by in the alarm (event) to enter the door. o )

* Card holder Information: Indicates the basic information of | e —
the user who generated the alarm. phre e

Phone (Mobile)

Phone (Home)

Check Events

Checks for events or alarms

1. Select the event to be checked in the Event Viewer.

Building - 1F
Buiding - 1F

m = Multiple events can be selected by clicking while holding Ctrl, or by == Bukina - 1F
clicking and dragging. = . sulding - 17

2. On the right hand side, click the alert type to confirm.

w = For details of the alarm check button, Refer to Item 2 of "Confirm Alarm" in "Event Viewer > Detailed Description".
(Page 144)
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Applying Event Filters

The events to be displayed can be set.

1. Go to the filter item in the lower left corner of the screen.

2. Select the event to be displayed.

3. After applying the filter, only selected events are displayed in
Event Viewer.
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MANAGING DOORS

Wisenet ACS Monitoring allows you to view and manage the status of the door as seen in the graphics map or system tree.

Description of door icons

. n : Unlock
. n : lock

° m : Door has been opened abnormally and an access alarm has occurred

Controlling the door in a graphic map

1. Open the graphic map.
2. Select the door on the graphic map and right-click. o —
Activate for 3 seconds

w = |f the door is not set, refer to "Registering the door". (Page 59) ] Activate for 5 seconds

Activate for 10 seconds

3. The following popup window will apprear. U3 Activate for 30 seconds

Activate for 60 seconds
7

* Unlock : Unlocks the door. : > 4l //
WL

¢ Auto Lock after Unlock : After unlocking the door for a
specified time, the door is automatically locked again.
The unlock time can be set to 3 seconds, 5 seconds, 10 seconds, 30 seconds, or 60 seconds.

e | ock : Locks the door if the door is open.
e Reset Forced Door Alarm : When a door alarm occurs, the alarm is canceled.
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Controlling the access to the system tree

1. Select the door on the System and right-click

w = |f the door is not set, refer to "Registering the door". (Page 59)

~ System

® Are
=1 Graphic Map 01

il
2. The following popup window will appear. I Door X ppy
e Unlock : Unlocks the door B 2 Activate for 3 seconds
IZI  Reset Forced Door Alarm Activate for 5 seconds
* Auto Lock after Unlock : After unlocking the door for a R o e
specified time, the door is automatically locked again. Actate for 60 seconds

The unlock time can be set to 3 seconds, 5 seconds,
10 seconds, 30 seconds, or 60 seconds.

e | ock : Locks the door if the door is open

e Reset Forced Door Alarm* : When a door alarm occurs, the alarm is canceled.

CHECKING CONNECTION STATUS

The connection status of the device can be checked using the connection status button on the monitoring screen.
1. Click the | EEIE T ewr | button at the bottom right of the window.
2. The "Connection Status" window pops up and the status of current devices can be checked.

&5 Gateway is connected normally
R Gateway is disconnected

B Board is connected

Bk Board is disconnected

3. Ifarefresh is required, right-click on [ Il ], [ G Gateway ] Or [ & controlter | at the top and select "Refresh".

@ = Since the status is not automatically updated, Refresh should be clicked to check the status.

* . Aero controller does not support the forced door alarm initialization feature.

148_ Monitoring the access control



DOOR MANAGEMENT

It is a function to lock, unlock and reset door forced alarm of all doors or fire group doors in the system.

3|
]

H

Fire Group Daots Doar
V100 - Doar

V100 - Doar2

Bulléing
sulking
Building

Floar

V100 - Doard

Building

Ojojogo

e [

100 - Doars

auilding

V100 - Doars

Building

Select all |[ memove s

unlock

| Resst Ferced poar alamn

| dose

e Select All : Select all displayed doors.

e Remove All : Deselect all selected doors.
e Lock : Lock the selected door.

e Unlock : Unlock the selected door.

¢ Reset Forced Door Alarm : Clear the forced door alarm of the selected door.

Manage Entire doors

TTOHLNOD SS3OJV FHL ONIHOLINON e

Managing All Doors

1. Select [All Doors] - [All].
2. Select the door.

Managing Building - Floor

1. Select [All Doors] - [Building - Floor].
2. Select the [Building] and [Floor].
3. Select the door.
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\onitoring the access contro

Managing Fire Group Doors

Managing All Doors

1. Select [Fire Group Doors] - [All].
2. Select the door.

Managing Fire Groups

1. Select [Fire Group Doors] - [Fire Group)].
2. Select the [Building] and [Floor].
3. Select the door.
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NOTIFICATION WINDOW

In the notification window, all the alarms that have occurred up to this point can be searched through the conditions. The
detected alarms can also be checked.

Search Alarm Data

1. Click the search button < & > in the top toolbar.

2. Select the period to search for in the event occurrence
period.

3. If there is a specific event type to search, press [[ & |] to the
right of the event type to select it.

w = |fyou want to search for all event types, leave them blank.

4. Card number : Enter the card number if there is a specific
card number you are looking for

',g = |f searching all card numbers, leave it blank.

5. Click the [Search] button to search.

Checking Alarms

1. Search for alarms by clicking "Search".

2. Select the alarm to be processed in the search results. Multiple alarms can be selected by clicking while
holding the Ctrl key or by clicking and dragging.

3. In the top left corner, click the appropriate action button.

The selected alarm is checked and processed without further explanation.

The selected alarm is checked and processed with further explanation.

All searched alarms are checked and processed without further explanation.

EINERENRIEN

All alarms that have occurred so far are checked and processed.
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MUSTERING REPORT

Wisenet ACS Monitoring allows you to print an Mustering report.

For details, refer to "M

ustering Report". (Page 160)

An Mustering Report can be printed from the upper right corer's < B >.

GUARD TOUR STATUS MANAGEMENT

This menu provides the execution and monitoring of a patrol.

n = This window must remain open to complete a patrol. If this window is closed when a patrol is in progress, the patrol cannot be tracked.

Company

e Company : List of patrolable companies. (Required field)
e Guard Tour List :

Time Bound Guard Tour

List of Guard Tour. (Required field)

End Guard Tour | | Cancel Guard Tour

Access Car Guard
62020025 e

Time Bound Guard Tour

Detailed Guard Tour List

e Sequential Guard Tour : The selected [Guard Tour List] property whether it is "Sequential Guard Tour".

¢ Time Bound Guard Tour : The selected [Guard Tour List] property whether it is "Time Bound Guard Tour".

e Selected Guard Tour Points : List of checkpoints in the selected [Guard Tour List].

e Guard List : List of Guard(s) of the selected [Company].

e Start Guard Tour : Start the Guard Tour.

e End Guard Tour

. Finish the Guard Tour.

e Cancel Guard Tour : Cancel the Guard Tour.

@ = |f cancel the Guard Tour, it will be no record in the Guard Tour Report.
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Start and end The Guard Tour

-t

. From the upper menu bar, click Guard Tour Status Management < & > Button.
. Click [Guard Tour Information] tab.

. Select the company from the [Company] list box.

. Select the Guard Tour to be executed from the [Guard Tour List] list box.

. Select the Guard from the [Guard List].

o 0o A WODN

. Click [Start Guard Tour] button to start the Guard Tour with the selected Guard.
m = The patrol will be able to start only if the selected Guard and Guard Tour is not already on patrol.

7. Select [Guard Tour Status] tab to monitor the Guard(s) being executed.

m = Asthe Guard reaches the checkpoint, the "Guard Tour Status" progress will be updated.

8. When all the checkpoints are covered, the Guard Tour ends.

w = [fclick the [End Guard Tour] button during the Guard Tour, the Guard Tour Status will be stored until that time. And stop the Guard Tour.
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MONITORING SETTINGS

The settings of character color change for each event, sound, lock mode, and automatic Mustering report printing can
be set.

Setting a character color for each event

1. Click the settings button < &8l > in the top toolbar.
i ings button < B > i p r T —

2. In the settings window, click the left <Font Color by e | —r s o :
e g Granted (Extended) 0,0,0
Events> tab‘ Whether to auto print musteri. oy oo ] 0,0,0 = :

S omcuemo B CFCLCEEE

3. Click [[+]] in the Character color column of the event. o — —
a Device Connected u

. @ nputpointSignal (Occured) [l L
4. Specify the preferred color. B imdrasmtsene u

@ Access Denied (Card orPin Not Reas [l

@ Access Denied (Reader Not Configur [l rrrrrrrr
5. Click the [Apply] or [OK] button to save. R - o ] o o

@ Access Denied (Invalid Time Schecul [l 0,0,0

@ AccessDenied (invalidpin) [l 0,0,0

@ Access Denied (Door/ Schedule Not [l 0,0,0

@ Access Denied (Inactive Card) [l 0,0,0

a Antipassback Violation u 0,0,0 -

Reload
Apply ok dose

Setting sound for each event

1. Click the settings button < [ > in the top toolbar.

Font Color by Events. A

. . . Whetherto use Event Fie 3
2. In the settings window, click the left <Alarm Sound> tab. O T B
et svspremtn || GG RO =9
3. Click [[...|] in the file column of the event. Yy
S
4. Select the desired sound file. O & oo Gmeced Lo}
O @ putPontsignal (Occured)
O @ InputPoint Signal (Released)
. . &) @ Access Denied (Card or Pin Not.
',g = Only Wave files (* .wav) can be selected. Ol Dot st et o
m] @ Access Denied (Unauthorized D .-|O]
] &, AccessDenied (Invalid Time Sc [-1o]
5. Click the [[@]] button to check whether the selected file is D B amsemstionrsonsie
Y (] @ Access Denied (Inactive Card) =
correctly registered. O 8 soipassace voaton B
[ rebas | sectwr || memoear |
6. Make sure "Whether to use" is checked on the left. o L L o ]

If it is not checked, click it so that it is checked.
',g = Even if a sound is registered, it will not sound if it is unchecked.

7. Click the [Apply] or [OK] button to save.
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Setting Lock Mode

Lock mode is a function in which a lock screen is automatically activated when Wisenet ACS Monitoring is not
used for a set amount of time. Whether or not you wish to use lock mode and the amount of time before its

activation can be set in this menu.

1. Click the settings button < &g > in the top toolbar.

2. In the settings window, click the left <Lock Mode Setting>
tab.

3. Check "Use Lock Mode".

w = Even if a time is set, the lock mode function will not work if the
option is unchecked.

4. Set the time in [Setting Time].

m = When the program is not used for the set amount of time, it is
switched to Lock mode.

5. Click [Apply] or the [OK] button to save.

Automatically print Mustering Report

TTOHLNOD SS3OJV FHL ONIHOLINON e

When automatic printing of the Mustering Report is on, the report is displayed on the screen when a fire signal is
generated, and the report is automatically sent to the printer that is set as the default printer.

1. Click the settings button < & > in the top toolbar.

2. In the settings window, click the left <\Whether to auto print
Mustering report> tab.

3. Depending on whether you want the function to be active or
not, check "Whether to auto print Mustering report".

4. Click [Apply] or the [OK] button to save.

Font Color by Events

report

] Whether to auto print mustering report

Aoply
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Report

CARD HOLDER REPORT

= From the top menu, select [Device Management] > [Card Holder
Report].

= Enter [Employee ID] in the search box.

= Enter [Card Number] in the search box.

= Click the [[ & ] button to search for employees.

= Select [Sort Type] to select the sort type and order.
= Select [Sort Order] to select the sort type and order.

= Click the Report View < |8 > in the toolbar at the top of the screen.

If the search return results, they it will be displayed as shown below.

= To print the preview screen, click the [Print] button on the report preview toolbar to print the report with the printer.

= To export the preview screen as another file, click the [Conversion] button on the report preview toolbar and the user will be able to
export a file in the desired format.

[.g = Search Condition

156_ Report

Employee id: Enter the employee number.

Card Number: Enter the card number.

Employee Name: When searching for an employee name and when searching for an employee by the search criteria, clicking
the corresponding button will display the employee list as shown in the above screen and the employees for viewing can be
selected.

Valid Date: Search by the effective date of the card

Sort Type: Output in any order and output in sorted order.

Select Employee Number, Employee Name, Company, or Department.

Sort Order: Choose whether to display the selected data in ascending or descending order.

Conversion: By clicking the [Conversion] button you can export to EXCEL, TEXT, PDF or TIF format. When exporting to PDF,
note that the PDF may not be displayed properly if the font in the PDF is not installed on the PC. If it does not display properly,
adjust the font.



ALLOWED CARD HOLDERS BY DOORS

= From the top menu, select [Report] > [Card holders by Doors].

Search conditon

= Select the door using the [[ & ]] button in the [Door List] search s = W” 5
condition. —

& et R RE-E Qe - @O0 [y —

= Click View Report < il > in the toolbar at the top of the screen.

X ) Allowed Card Holders by Doors
the search returns results, they will be displayed as shown below.

= To print the preview screen, click the [Print] button on the report preview
toolbar to print the report using the printer.

= To export the preview screen as another file, click the [Conversion] button
on the report preview toolbar and the user will be able to export a file in
the desired format.

w = Search Conditio
- Door List: When searching for a door and when searching for a door according to the search criteria, clicking the
corresponding button will display the door list as shown in the above screen, and the doors for viewing can be selected.
- Sort Type: Sets the display order of the data when outputting the report.
- Sort Order: Choose whether to display the selected data in ascending or descending order

- Conversion: By clicking the [Conversion] button, you can export to EXCEL, TEXT, PDF or TIF format. When exporting to PDF,
note that the PDF may not be displayed properly if the font in the PDF is not installed on the PC. If it does not display properly,
adjust the font.
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Report

ACCESSIBLE DOOR REPORT BY CARD HOLDER

= From the top menu, select [Report] > [Accessible Door Report by
Person].

= Enter [Employee ID] the search box.

= Select [Employee Name] the search box.

= Enter [Card Number] the search box.

= Click the Report View < |8 > in the toolbar at the top of the screen.
If the search returns results, they will be displayed as shown below.

= To print the preview screen, click the [Print] button on the report preview
toolbar print the report using the printer.

= -

= To export the preview screen as another file, click the [Conversion] button on the report preview toolbar and the user will be able to
export a file in the desired format.

fg = Search Condition

- Employee ID: Enter the employee number to be searched.

- Door List: When searching for a door and when searching for a door according to the search criteria, clicking the
corresponding button will display the door list as shown in the above screen, and the user can select the doors for viewing.

- Card Number: Enter the card number to be searched.

- Sort Type: Sets the display order of the data when outputting the report.
Choose between employee number, card number, employee name, company name, department name.

- Sort Order: Choose whether to display the selected data in ascending or descending order

- Conversion Function: By clicking the [Conversion] botton, you can export to EXCEL, TEXT, PDF or TIF format. When
exporting to PDF, note that the PDF may not be displayed properly if the font in the PDF is not installed on the PC. If it does
not display properly, adjust the font.
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EVENT REPORT

= From the top menu, select [Report] > [Event Report].

= Select [Event Time] in the search field

= Select [Event Type] in the search field

= Enter [Card Number] in the search field

= Select [Employee Name] in the search field

= Select [Door] in the search condition field.
= Select [Sort Type] to select the sort type and order.

= Select [Sort Order] to select the sort type and order.

= Click the Report View < |8 > in the toolbar at the top of the screen.
If the search returns results, they will be displayed as shown below.

= To print the preview screen, click the [Print] button on the report preview toolbar to print the report using the printer.

= To export the preview screen as another file, click the [Conversion] button on the report preview toolbar and the user will be able to

export a file in the desired format.

'.g = Search Condition

- Event Time: Select the time to be searched.
- Event Type: Select the event type to be searched.
- Card Number: Register the card number to be searched.

- Employee Name: When searching for an employee by the search criteria, clicking the corresponding button will display the

employee list as shown in the above screen and the employees for viewing can be selected.

- Door: Searching for a door according to the search criteria, clicking the corresponding button will display the door list as

shown in the above screen and the doors for viewing can be selected.
- Sort Type and Order: Output in any order and output in sorted order.
- Sort Type: Sets the display order of the data when outputting the report.
- Sort Order: Choose whether to display the selected data in ascending or descending order

- Conversion Function: By clicking the [Conversion] button, you can export in EXCEL, TEXT, PDF or TIF format. When
exporting to PDF, note that the PDF may not be displayed properly if the font in the PDF is not installed on the PC.. If it does

not display properly, adjust the font.
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Report

MUSTERING REPORT

Show list of users want to know who is in specific area.

n = \When a Mustering report appears on the screen when a fire related event occurs, it is the same as the result of previewing the
report unconditionally.

= From the top menu, select [Report] > [Mustering Report].

= Select [Area Name] in the search box.

= Enter [Card Number] in the search box.
= Search employees by clicking the [Employee Name] button.

= Select [Sort Type] to select the sort type and order.

= Select [Sort Order] to select the sort type and order.

= Click the Report View < 8] > in the toolbar at the top of the screen.
If the search returns results, they will be displayed as shown below.

= To print the preview screen, click the [Print] button on the report preview
toolbar print the report using the printer.

= To export the preview screen as another file, click the [Conversion] button
on the report preview toolbar and the user will be able to export a file in
the desired format.

w = Search Condition

- Area Name: Search by Area name as one of the search
conditions.

- Card Number: Search by card number as one of the search
conditions.

- Employee Name: When searching for an employee as the u e e
search criteria, clicking the corresponding button will display the employee list as shown in the above screen and the
employees to be viewed by the user can be selected.

- Sort Type: Sets the display order of the data when outputting the report. Choose between employee name, employee number,
card number, employee name, and event time.

- Sort Order: Choose whether to display the selected data in ascending or descending order

- Conversion Function: By clicking the [Conversion] button, you can export in EXCEL, TEXT, PDF or TIF format. When
exporting to PDF, note that the PDF may not be displayed properly if the font in the PDF is not installed on the PC. If it does
not display properly, adjust the font.
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LIFT ACCESS GROUP REPORT

Indicates lift and building / floor information that can be accessed by the lift access group.

= From the top menu, select [Report] > [Lift Access Group Report].
= Select [Company] in the search box.

= Select [Sort Type] to select the sort type and order.

= Select [Sort Order] to select the sort type and order.

1HdOd3d e

= Click the Report View < [l > in the toolbar at the top of the screen.
If the search returns results, they will be displayed as shown below.

= To print the preview screen, click the [Print] button on the report preview
toolbar to print the report using the printer.

= To export the preview screen as another file, click the [Conversion] button on the report preview toolbar and the user will be able to
export a file in the desired format.

w = Search Condition

- Company: Search by company name as one of the search conditions.

- Sort Type: Sets the display order of the data when outputting the report. Select either lift access group or time schedule
name.

- Sort Order: Choose whether to display the selected data in ascending or descending order

- Conversion Function: By clicking the [Conversion] button, you can export in EXCEL, TEXT, PDFor TIF format. When exporting
to PDF, note that the PDF may not be displayed properly if the font in the PDF is not installed on the PC. If it does not display
properly, adjust the font.
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Report

ACCESSIBLE DOOR REPORT BY LIFT

= From the top menu, select [Report] > [Accessible Card Holder Report

by Lift].

= Select [Lift Name] in the search box. v e
= Select [Sort Type] to select the sort type and order.
= Select [Sort Order] to select the sort type and order.

= Click Report View < i > in the toolbar at the top of the screen.
If the search returns results, they will be displayed as shown below.

= To print the preview screen, click the [Print] button on the report preview - -
toolbar to print the report using the printer. . S Z =

Search Condition

@ D% BE-2 Kewe - @B

= To export the preview screen as another file, click the [Conversion] button on the report preview toolbar and the user will be able to
export a file in the desired format.

fg = Search Condition

162_ Report

Lift Name: Search by lift name as one of the search conditions.
Sort Type: Sets the display order of the data when outputting the report. Select either lift or building.
Sort Order: Choose whether to display the selected data in ascending or descending order

Conversion Function: By clicking the [Conversion] button, you can export in EXCEL, TEXT, PDF or TIF format. When
exporting to PDF, note that the PDF may not be displayed properly if the font in the PDF is not installed on the PC. If it does
not display properly, adjust the font.



GUARD TOUR REPORT

Guard Tour Report provides the information about the completed patrol(s).
From the upper menu bar, select [Advanced] > [Guard Tour Report]

Search Condition

Company i

Card tumber Guard

Preview Report
@ Bt DE-S D6 0x - @@ R Back @ lext | & Conversion

Guard Tour Report

Dote: 20180921 130103

w = Search Condition

- Date : Select the period of Guard Tour execution.
- Company : Select the company.

- Guard Tour Name : Provide the Guard name.

- Card Number : Provide the card number.

- Guard : Provide the Guard name.

- Conversion : Use the [Conversion] menu on the report preview’s toolbar to export the report into Excel, text, PDF or TIF
formats. Note that if PDF environment does not have the font used by the computer, exporting into PDF format may result in
improper PDF conversion. In such cases, check the font used and try with another font.
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Report

MEAL COUNT REPORT

= From the top menu, select [Report] > [Meal Count Report].

= Select [Company] in the search box.

= Search for an employee by clicking the [Employee Name] button.
= Select [Period] in the search box.

= Select [Sort Type] to select the sort type and order.

= Select [Sort Order] to select the sort type and order.

= Click the Report View < I8l > in the toolbar at the top of the screen.
If the search returns results, they will be displayed as shown below. g

= To print the preview screen, click the [Print] button on the report preview toolbar to print the report using the printer.

= To export the preview screen as another file, click the [Conversion] button on the report preview toolbar and the user will be able to
export a file in the desired format.

w = Search Condition

164_ Report

Company: Search by company name as one of the search conditions.

Employee Name: When searching for an employee as the search criteria, clicking the corresponding button will display the
employee list as shown in the above screen and the employees to be viewed by the user can be selected.

Period: Set period to be searched as one of the search conditions.

Sort Type: Sets the display order of the data when outputting the report. Select between employee name and employee
number.

Sort Order: Choose whether to display the selected data in ascending or descending order

Conversion Function: By clicking the [Conversion] button, you can export in EXCEL, TEXT, PDF or TIF format. When
exporting to PDF, note that the PDF may not be displayed properly if the font in the PDF is not installed on the PC. If it does
not display properly, adjust the font.



WORK HOURS REPORT

Search Condition Sort Type and Order
Company [company = Sort Type [mployeetame  [7]
Employee Name [sam ] Sortorder °
Period = 5]
Preview Report m
B [@print B2 (86 D@ 2 QG 100% - (BB Back (3 Next | Conversion )
Work Hours Report

Date:2018-01-03 21:46:49

Basic Card Holder Information

Employee ID Employee Name. Company Department Title
= Sam Company Department-1 Tile-1

e Company : Select the company to search for. (Required field)

e Employee Name : Select the list of employees in the selected company that need to be searched.
e Period : Select the start and end dates for the search.

e Sort Type : Select sorting criteria such as employee name, employee number, and so on.

e Sort Order : Select the sort order.

Reader settings for Workhour Report

1. From the top menu, click [Attendance] > [Reader Setting (Attendance)).

2. Select the company to Apply the Workhour Report, select the Reader from the left [Reader List], and click the
[~ 1] button.

3. To save the settings, click the < & > button.

View Workhour Report

1. From the top menu, click [Attendance] > [Work Hours Report].
2. Enter the report criteria for time and attendance.
3. Click the < 28l > button to search.
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Report

VISITOR INFORMATION REPORT

Click [Visitor Management] > [Visitor Information Report] on the top menu.

Set the time range for the report in the search condition’s [Date].

Enter the [Visitor Name] in the search conditions. Enter the [Card Number] in the search conditions.

Select [Company] in the search conditions.

Set the field to sort with the [Sort Type]. Set the sort order with the [Sort Order].

Click < |8 > on the top toolbar. Found matches are shown as below.

To print the report while viewing the preview, click [ & et ] button on the preview toolbar.

To export the report into a file, use the [ et ]/[ & conversion | button to export the report into the preferred file format.

Ar

5]
20160921 000 ] ~ [uieosan 28 26|

Proviow Report

G @t (B3 DE- SR 0% -

est | Comvarson

Date: 20180821 13.16.42

Detataa VistorRepor

'.g = Search Condition

- Visitor Name : Provide the visitor's name.
- Card Number : Provide the card number.
- Company : Click the button to display the company list, and select one from the listed company names.

- Sort Type : You can sort the found matches based on the selected column, and can be printed in the order. Select from the
visitor name, company and date.

- Sort Order : Sets ascending or descending order to the selected Sort Type.

- Conversion : Use the [Conversion] menu on the report preview’s toolbar to export the report into Excel, text, PDF or TIF
formats. Note that if PDF environment does not have the font used by the computer, exporting into PDF format may result in
improper PDF conversion. In such cases, check the font used and try with another font.
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AUDITING LOG REPORT

= From the top menu, select [Report] > [Auditing Log Report].
= Select [Event Time] in the search field.

= Enter [Login ID] in the search field.

= Select [Result] in the search field.

= Select [Sort Type] to select the sort type and order.

= Select [Sort Order] to select the sort type and order.

= Click Report View < il > in the toolbar at the top of the screen.
If the search returns results, they will be displayed as shown below.

= To print the preview screen, click the [Print] button on the report preview toolbar to print the report using the printer.

= To export the preview screen as another file, click the [Conversion] button on the report preview toolbar and the user will be able to
export a file in the desired format.

w = Search Condition

Event Time: Select the time to be searched.

Search Login ID: When searching for a login ID by the search criteria, clicking the corresponding button will display the 1D list
as shown in the above screen and the login IDs for viewing can be selected.

Sort Type: Sets the display order of the data when outputting the report.
Select from login 1D and event time.

Sort Order: Choose whether to display the above-selected data in ascending or descending order

Conversion Function: By clicking the [Conversion] button, you can export in EXCEL, TEXT, PDF or TIF format. When
exporting to PDF, note that the PDF may not be displayed properly if the font in the PDF is not installed on the PC. If it does
not display properly, adjust the font.
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Visitor Management

VISITOR MANAGEMENT

Visitor Management enables you to manage visitors with various range of functions.

Preliminaries

In [Wisenet ACS Configuration Management], you can register a card as a Visitor Card.

Access Group Ut Group

Cord umber ) | [ mems [ e ol

L] Hanwha =
(] AGALLL [ 5k [Fioor [ Time Schedule.

[ [ wam | e

Card Number | Access Group Name Lt Group. 1

02020002 | AG-A-1:AG-A2:AG-8 |
02020009 AGALL-TAGALL2; Not Used

e —
Register Visitor Card

. Click [Visitor Management] - [Register Visitor Cards] on the top menu.

. Enter the visitor card number through the card scanner in the "Card Number" field.

. Select the Access Group to be assigned to the "Access group" Field.

. Select the Lift Group to be assigned to the "Lift Group" Field. If not, please select "Not Used".
. Issue a Visitor Card via the "Issue" button.

o G A ON =

. Click the Save button < J|E] > on the top toolbar to save it.

Modify Visitor Card

1. Select the card want to edit and edit the information.
2. Click the "Modify" button to apply the changes, then click the Save button < JFj] > to save.

Delete Visitor Card

1. Select the card you want to delete and click the delete button < > to delete the card.
2. Click the Save button < F] > to save.
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Visitor registration

Visitors can be registered in [Wisenet ACS Visitor Management] software.

e Visitors : People who visit your organization for a certain period of time.

¢ Host : Person belonging to the organization who visitor wants to meet.

e Visits : Period of time the visitor stays in the building.

e Check-in : Status of visit, where the visitor stays in the building.

* Check-out : Status of visit, where the visitor is out of the building.

¢ Archive : Status where the visit is no more recorded in the visit status. Can change to the state of Archive after

check-out.

Program Screen Preview

1}
2— e
3— : —(4)
L S ———
No. Name Explanation
@ Main Menu Provides a collection of related functions in the form of ribbon.
@ Toolbar Provides a menu to control the visit list.
@ Visitor Status Shows the status of visitors.
@ Visitor Details Provides detailed information about selected visitor.
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Visitor Management

Main Menu

You can register new visitors, log off and check program information.

Toolbar

Collection of menu items used for managing the visitor list.

Icon Name Explanation
: Quick search Shows the search results containing the keyword.
® Advanced search | Shows the exact matches.
E Check out Used when checking out the visitor.
EI Edit Used to change the information of the visitor.
E Archive Used to save the visitor information.
Send Used to send data to the device.
n Delete Used to remove the information of the visitor.
E View All Shows the status of all visitors except for the state of Archive.
View Today Only | Shows the status of today’s visitors.
m Check-in only Shows the status of checked-in visitors.
Reload Used to reload the visitor status.
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Visitor Status

The Visitor Status shows a brief overview of the visitors. Select a specific user from the visitor status, and right-
click to display the context menu. Menu items are provided depending on the Visitor's status and can be Check-

Out, Edit, Archive, Send and Delete.

Detail Information

The detailed information consists of 4 tabs and shows the detailed information about visitor.

e Summary : Shows "Visitor Details" in "Visitor
Management".

e Host : The employee information that the visitor will be
meeting.

e Card : Shows "Card details" in "Visitor Management".
e History : Shows Visitor have visited in the past.

Detail Infc

Summary H

Name

Gender

Social Security ID
Company
Department
E-Mail

Phone Number

Address

Purpase of Visit

Host

Note

Visitor Name

Visitror Company

Visitror Department

010-0000-0000

pose of Visi
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Visitor Management

Visitor registration (Check In)

You can register visitor information through the "Visitor Management" button.

Name [ searcn
Gender vale gl

Social Security ID

Company.

EMal

capure || clear

J
\
oeparment ]
J
|

Phone Number

Address

Purpose of Visit ]

Host [ search

Note

1. From the top menu, click [Register] - [Register Visitor].

2. Enter the information for visitor management.
e Name : Enter the name of the visitor. (Mandatory Field)

= For visitors with a history of visits, use the "Search" button to

quickly complete visitor information. It can also modify the 1]
. . | visitorPic
information. i Viaor e
Visitor Name |
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e Gender : Enter the gender of the visitor.
e Social Security ID : Enter the resident registration number of the visitor.
e Company : Enter the company of the visitor.
e Department : Enter the department of the visitor.
e E-mail : Enter the E-mail address of the visitor.
e Phone Number : Enter the visitor's contact information. (Mandatory Field)
¢ Address : Enter the address of the visitor.
e Purpose of Visit : Enter the purpose of visit.
e Host : Enter the employee information that the visitor will be meeting.
= The "Search" button makes it easy to find host.

® SearchEmployes

PR . ~ @l
e Note : Enter the visitor's other details. b CompanyA
* Capture : Capturing the visitor’s image is available S bomonts
(Optlonal) ~ [ CompanyB
~ & Department-1
= The webcam or camera must be connected. & user2 user2 user2

= Department-2

e Clear : Clear the visitor's image.

Employee Name

|
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Visitor Management

3. Click the [Next] button and enter the more information.

Card Number

Registaton Dte =]

Sortonoste (20180503 213707 B

<< To the top

e Card number : Enter the visitor card number through the card scanner. (Mandatory Field)
= The card number must be registered as a "Visitor Cards" in Wisenet ACS Configuration Management.

¢ Registration Date : The date when visitor information was registered.
¢ Expiration Date : The expiration date of the Visitor's Card.

4. Click the [Finish] button to complete Visitor registration.

Check Out
This function is for "Check Out" of visitors who are "Check In" status.

1. Right-click on the visitor and select "Check Out".

[,g = After selecting a visitor to check out, you can also Check Out the visitor’s status by clicking < ﬂ > button on the toolbar.

Archive
This function is to "Archive" the status of visitors who are "Check Out" and to hide them from the list.

1. Right-click on the visitor and select "Archive".

@ = After selecting the visitors to be archived, you can also archive and hide the visitor’s status by clicking the < E > button on

the toolbar.
Send
This function is to transmit visitor information manually via the transfer button when the Visitor Card registration
fails.

1. Right-click the visitor you want to send information from the visit status and select "Send".

'.g = After selecting the visitors to send, you can also send the visitor’s information by clicking the < =8| > button on the toolbar.
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Delete
This function deletes the record of visitors who have checked out from the visit status.

1. Right-click on the visitor you want to delete and click ¥ Dot
"Delete".

(@) Visit

(Z) = Ater selecting the vistor want to delete, you can also delete the s

. | L. () Visitor Detail + Visitor Hist
visitor's record by clicking the < ISl > button on the toolbar, R

2. Select what you want to delete.
e Visit : Delete only the records selected in ‘Visitor Status’.
e Visitor History : Delete the records selected visitors in Visits.
= Visitor information in visitor search list is left in visitor management menu.

e Visitor Detail + Visitor History : Delete all of information and records about visitors selected in Visits.

1INIWIOVNVIN HOLISIA e

Quick search

This function is to search the part that matches the content entered in the search window and show it in the visiting
status.

r,g = This is displayed only if there is a match among name, company, and host.

Advanced Search

This function is to show visitors who meet the conditions in their visit status.

1. Set the Name, Company, E-mail, Host, Card Number, D — - @
Duration of visit and then click "Search" button. e [ |
Company ‘ |
',g = The duration of the visit is based on the date "Check In". £l \ |
Host [ |
\ |

= You can initialize the contents by "Clear" button.

Card Number

[ Search with in dates

Period [0180511  [+] » [180511  [-]

‘ Clear H Search ‘ ‘ Cancel
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Card design

ADD CARD DESIGN

[Add Card Design], you can create a new card design or edit an existing card design.
The card design added in [Add Card Design] will be used to print out a card from [Print Employee Card].

3] Toolbar

(1)  Default —
Setting

= B - (4] DB Navigator
— IC_— (7] EditButton

|

(6] Print Button

L

i H
i H
i

HEEREEE O

ErEloBblia

(2] Card Properties ——
Window

(5) Drawing Tools
Add Card Design

Screen
(1) Add Card Design - Default setting

e Screen Overview
This is an area to configure the basic settings of the card design.
The default information of the card design is referred to as basic data used to identify your card design.
The company name and card design name are required before you can save the card design.

e Step Overview

Step 1) Select a company name for the card design. (Required) The access information for the card design
will be used for the selected company.

Step 2) Provide a name for the card design. (Required) The card design name is a representative name for
the card design. You must enter a unique name for the selected company.

Step 3) Select both-sided printing.

- Single-sided Card Design: if you want to use a single-sided card, check the Single-sided Mode option.
- Select Single-sided if you want to use only the front side of the card design. Only the front side will be printed out.

- Both-sided Card Design: If you want to print out a double-sided paper, check the Both-sided Mode option. (If you select
Label Paper for the card size, only single-sized mode is available.)Select Both-sided if you want to use both sides of the
card design. Both sides of the paper will be printed out. If the printer does not support double-sided printing, you
should print one side of a paper and fold it over manually and insert the other side of the paper in the tray.
Step 4) Provide a description for the card design. (not required)If you have additional information for the
card design, enter a comment in up to 200 characters in the description box.
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(2] Add Card Design - Card Attribute Window

e Screen Overview

The card design properties window consists of two areas.
In [Object Properties Window], you can set the properties of an object used in the card design.

Objects include line, rectangle, circle, text box, image box, and one-dimensional barcode that used in the
card design.
In [Card Properties Window], you can set the properties of the working area of the [Add Card Design|

screen.

Also, you can set the assistant tools. The Work Screen is a card or paper used in print a card.
The assistant tools indicate all of guidelines/grid and work screen.

e How to use [Object Properties Window]

- Line Properties Window: Select a line in the work screen to display the properties window.

Card Design Name.
Select Both Sides of Card = Singl-sided Mode

 Doublesided Mode.

Fran R elle

][ @ || ][® ][ =

o wo] 70

EG

N N -

Group Name Property Name Description Setup
Display the X coordinate of the line start point. The line
X coordinate of the start point is the closest pointlto the top Ieft cpmer of .
start point the work screen. The X coordinate of the line is the Not available.
distance from the left border of the work screen to the
start point.
Display the Y coordinate of the line start point. The line
¥ coordinate of the start point is the closest pointl to the top Igft cprner of '
start point the work screen. The Y coordinate of the line is the Not available.
distance from the upper border of the work screen to
the start point.
Location
Display the X coordinate of the line end point. The line
X coordinate of the end point is the closest point to tlhe bottom right corner .
end point of the work screen. The X coordinate of the line end Not available.
point is the distance from the left border of the work
screen to the end point.
Display the Y coordinate of the line end point. The line
Y coordinate of the end point is the closest point to ’_[he bottom right corner _
end point of the work screen. The Y coordinate of the line end Not available.

point is the distance from the upper border of the work
screen to the end point.
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Card Design

Group Name |  Property Name Description Setup
Width The width input box is greyed out. Not available.
Location
Length The length input box is greyed out. Not available.
Select a line style. 4 options are available: solid, broken
Style line, rectangle dotted line, long broken line- dotted line. | Not available.
Select a line style to your preference.
. Specify the line thickness. Use the buﬁons of the list box,
Thickness . N or enter an integer number
You can specify the line thickness from 1 to 40.
. manually.
Line
1. Click [[ma]].
2. Select a color from the color
. ' scheme. (Click [Create
Color Specify the line color. User-defined Color] to
create your own color.)
3. Click [0K].

- Rectangle Properties Window: Select a rectangle in the work screen to display the properties window.

T
ggggggggggg 5] o] o

[e][= ]

MEEIE= =T = e

SEEl=]

EEOLY &

E

Joee

o W ow . w|  w  wo _ o __o|

- Circle Properties window: Select a circle in the work screen to display the properties window.

Card & single-sided Mode

© Double-sided vode

5] [ )
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Group Name Property Name Description Setup
Display the X coordinate of the rectangle start point.
X coordinate of the The rectangle start point is the closest point to the top
start point left corner of the work screen. The X coordinate of the Not available.
p rectangle start point is the distance from the left border a
of the work screen to the start point. o
>
Display the Y coordinate of the rectangle start point. )
¥ coordinate of the The rectangle start point is the closest point to the top g
! left corner of the work screen. The Y coordinate of the | Not available. m
start point o ) on
rectangle start point is the distance from the upper o)
border of the work screen to the start point. b4
Display the X coordinate of the rectangle end point. The
. X coordinate of the rectangle end point is the closest point to the bottom
Location end point right corner of the work screen. The X coordinate of the | Not available.
P rectangle end point is the distance from the left border
of the work screen to the end point.
Display the Y coordinate of the rectangle end point. The
¥ coordinate of the rectangle end point is the closest point to the bottom
; right corner of the work screen. The Y coordinate of the | Not available.
end point L .
Rectangle end point is the distance from the upper
border of the work screen to the end point. .
: Display the width of the rectangle where you can .
Width change the width of the rectangle. Enter an integer number.
Display the length of the rectangle where you can .
Length change the length of the rectangle. Not available.
Select a border line style o a rectangle.4 options are '
R . ) Select a line style to your
Style available: solid, broken line, rectangle dotted line, long
. ) preference.
broken line- dotted line.
) Specify the thickness of a rectangle border. You can Use the butTons of the lit box,
Thickness : o or enter an integer number
specify the line thickness from 1 to 40.
) manually.
Line
1. Click [[ = ]].
2. Select a color from the color
. scheme. (Click [Create
Color Specify the color of a rectangle border. User-defined Color] to
create your own color.)
3. Click [0K].
1. Click [[mm=]].
2. Select a color from the color
Fill Color Specify the color of a rectangle. scheme. (Click [Greate

User-defined Color] to
create your own color.)
3. Click [OK].
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- Textbox Properties window: Select a textbox in the work screen to display the properties window.

[EEr—" C w1 o0 [eie]
~ | A e aEE]=]
= L3} [ L2 0] G DI DL N | G|
s |
e FE
o _— % E
Fil = I} 77
Wr Frvv:( Side Present Coordinates (315,191)
Group Name Property Name Description Setup
Display the X coordinate of the textbox start point. The
textbox start point is the closest
X coordinate of the point to the top left corner of the work screen. The X )
. ) o Not available.
start point coordinate of the textbox start point is
the distance from the left border of the work screen to
the start point.
Display the Y coordinate of the textbox start point. The
textbox start point is the closest
Y coordinate of the point to the top left corner of the work screen. The Y ’
. . Not available.
start point coordinate of the textbox start
point is the distance from the upper border of the work
screen to the start point.
Display the X coordinate of the textbox end point. The
. textbox end point is the closest
Location X coordinate of the point to the bottom right corner of the work screen. The ’
; . Not available.
end point X coordinate of the textbox
end point is the distance from the left border of the
work screen to the end point.
Display the Y coordinate of the textbox end point. The
textbox end point is the closest point
Y coordinate of the to the bottom right corner of the work screen. The Y .
. ' . Not available.
end point coordinate of the textbox end point is
the distance from the upper border of the work screen
to the end point.
' Display the width of the textbox where you can change .
Width the width of the fextbox. Enter an integer number.
Display the length of the textbox where you can change .
Length the length of the textbox Enter an integer number.
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Group Name Property Name Description Setup
Specify the font type used in the text box. '
Font type You can use the fonts provided by your operating Select  line style to your
preference.
system.
) Specify the font size used in the text box. Use the butTons of the list box,
Size : . or enter an integer number
You can specify the size from 1 to 40.
manually.
1. Click [[ e ]].
Font 2. Select a color from the color
. ) scheme. (Click [Create
Color Specify the font color used in the text box. User-defined Color] fo
create your own color.)
3. Click [0K].
1. Click [B] to bold the text.
Specify the font style used in the text box. 2. Select [1] to italicize the
Style Three options are available: bold, italic, underlined selected text.
Multiple selection is supported. 3. Select [U] to underline the
selected text.
1. Click [[ ma ]
2. Select a color from the color
Fill Color Specify the color of a textbox. scheme. (Click [Create

User-defined Color] to
create your own color.)
3. Click [OK].

English _181

NSIS3A advo e



Card Design

Group Name Property Name Description Setup
You can write a comment or description to be input in 1. Check the User-defined
the textbox. option.
User-defined You can write contents in up to 500 characters. 2. Provide a description in the
If you have selected employee information, the selected input box under the
item will be reset.) User-defined area.
Description
Select a data item in the access database for the input K ghﬁgﬁ the Employee Data
of the text box. ption. )
Employee Data . . 2. Select a column title next to
(If you have selected employee information, the
. . the Employee Data
selected item will be reset.)
checkbox.
1. Select [ = ] to align the text
to the left.
Width Align the text of the textbox horizontally. 2. Select [ 1k ] o:align the text
to the center.
3. Select [ =/ ] to align the text
to the right.
Align
1. Select [ = ] to align the text
to the top.
Length Align the text of the textbox vertically. 2. Select [ ] o align the text
to the center.
3. Select [ = ] to align the text
to the bottom.
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- Image box Properties window: Select an image box in the work screen to display the properties window.
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Group Name

Property Name

Description

Setup

Location

X coordinate of the
start point

Display the X coordinate of the image box start point.
The image-box start point is the closest point to the top
left corner of the work screen.

The X coordinate of the image-box start point is the
distance from the left border of the work screen to the
start point.

Not available.

Y coordinate of the
start point

Display the Y coordinate of the image box start point.
The image-box start point is the closest point to the top
left corner of the work screen.

The Y coordinate of the image-box start point is the
distance from the upper border of the work screen to
the start point.

Not available.

X coordinate of the
end point

Display the X coordinate of the image-box end point.
The image-box end point is the closest point to the
bottom right corner of the work screen.

The X coordinate of the image-box end point is the
distance from the left border of the work screen to the
end point.

Not available.

Y coordinate of the
end point

Display the Y coordinate of the image-box end point.
The image-box end point is the closest point to the
bottom right corner of the work screen.

The Y coordinate of the imagebox end point is the
distance from the upper border of the work screen to
the end point.

Not available.

Width

Display the width of the image box where you can
change the width of the image box.

Enter an integer number.

Length

Display the length of the image box where you can
change the length of the image box.

Enter an integer number.
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Group Name Property Name Description Setup
Specify the image for the image box by loading an 1. Check the Local option.
image stored in the PC. 2. Click [[E ].
You can specify only an image in less than 500kb. 3. Select an image file stored
If you have selected employee information, the selected in the PC.
item will be reset.) 4. Click [Open].
Local 1. Click [Capture].
You can use the web cam to enter the image in the 2. If the Capture window is
Image image box. active, adjust the cam angle

This can be done only if the web cam is installed on the
PC.

to the target.
3. If an object is selected, click
[Capture].

Employee Data

Select an image in the access database for the input of
the image box.

If you have selected a local image, the selected item
will be reset.)

1. Check the Employee Data
option.

2. Select a column title next to
the Employee Data
checkbox.
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- One-dimensional Barcode Properties Window : Select a one-dimensional barcode in the work screen to display the properties

window.

= The readability of the one-dimensional barcode is in proportion to the barcode size but in reverse proportion to the input data.
If you want to improve the readability of the barcode, you should not specify the barcode in a too small size. If too much data
is input, it is recommended to use the text box rather than the barcode.

= |f you use the one-dimensional barcode to the card design, test the readability using the barcode reader after printing it on
ordinary paper. If passed, use it for the card issuance. (If using the employee data, characters not supported in the barcode
may be input, which will cause deterioration of the readability. Too much data may also cause deterioration of the readability)
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Group Name

Property Name

Description

Setup

Location

X coordinate of the
start point

Display the X coordinate of the one-dimensional
barcode start point.

The one-dimensional barcode start point is the closest
point to the top left corner of the work screen.

The X coordinate of the one-dimensional barcode start
point is the distance from the left border of the work
screen to the start point.

Not available.

Y coordinate of the
start point

Display the Y coordinate of the one-dimensional
barcode start point where you can change the
coordinate value of the one-dimensional barcode. The
one-dimensional barcode start point is the closest point
to the top left corner of the work screen.

The Y coordinate of the one-dimensional barcode start
point is the distance from the upper border of the work
screen to the start point.

Not available.

X coordinate of the
end point

Display the X coordinate of the one-dimensional
barcode end point.

The one-dimensional barcode end point is the closest
point to the bottom right corner of the work screen.
The X coordinate of the one-dimensional barcode end
point is the distance from the left border of the work
screen to the end point.

Not available.

Y coordinate of the
end point

Display the Y coordinate of the one-dimensional
barcode end point.

The one-dimensional barcode end point is the closest
point to the bottom right corner of the work screen.
The Y coordinate of the one-dimensional barcode end
point is the distance from the upper border of the work
screen to the end point.

Not available.
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Group Name Property Name Description Setup
Display the width of the one-dimensional barcode
Width where you can change the width of the Enter an integer number.
one-dimensional barcode .
Location
Display the length of the one-dimensional barcode
Length where you can change the length Enter an integer number.
of the one-dimensional barcode .
Select a one-dimensional
Specify the barcode style for the one-dimensional barcode style to your
Style barcode. preference.
Select a one-dimensional barcode to display the (The check digit in Code 39 is
one-dimensional barcode style window. not included in the barcode
settings.)
Barcode
1. Click [[ma]].
2. Select a color from the color
) ' . scheme. (Click [Create
Color Specify the color of a one-dimensional barcode. Userdefined Color] fo
create your own color.)
3. Click [0K].
You can vynte alcomment or description to be input in 1. Check the User-defined
the one-dimensional barcode . option
User-defined You can V\{rite contents in up to 50.0 characters. 2. Providé a description in the
(An input in 20 or less characters is recommended. A .
) . input box under the
special character may not be recognized by the )
User-defined area.
Contents barcode reader.)
1. Check the Employee Data
Employee Data Select a datg item.in the access database for the input 5 gﬁfga column title next o
of the one-dimensional barcode .
the Employee Data
checkbox.
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¢ Using the [Card Property Window]
Click the working window to display the card properties window.

NSIS3A advo e

Group Name Property Name Description Setup
1. Select the plastic card radio
Plastic card Used for plastic card template buton.
p piate. 2. Select the desired plastic
card.
Used for label paper template. 1. Select the Label radio
Size Label Paper For label printing, only the single-sided mode is button.
P printing, ony 9 2. Select the desired label
supported.
paper.
1. Select the User Defined
) . radio button.
User Defined Used for custom size card template. 2. Set the width and height in
integer.
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Group Name

Property Name

Description

Setup

Card
Background
color /
Image

Select Screen

Selected card face is displayed.

1. Clicking the front work
space displays "Front Side
Background Setting".

2. Clicking the back side work
space displays "Rear Side
Background Setting".

Background color

Used to fill the background.

1. Select background color
radio button.

2 Click [ [#1=] ] button.

3. Select the desired color.

4, Click [0K] button.

Image

Used to set the background image.

1. Select the background
image radio button.

2. Click [ == ] button.

3. Set the background image
by referring to [Image
Editor].

4. Once background image is
set, you can set the
brightness, contrast,
saturation and transparency
of the image.

(Brightness, contrast,
saturation and transparency
track bar adjustor increases
by 10. To change by 1,
enter the value into the
input box right next to the
track bar.)
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Group Name

Property Name

Description

Setup

Guide line /
Grid

Guide line

Used to display/hide the guide lines.
(Guide lines displayed are will not be printed.)

Select the guide line radio
button.
(Default: Not used)

Grid

Used to display/hide the grid lines.

Select the grid line radio
button.
(Default: Use)

Unit

Sets the distance between lines for guide and grid
lines.

Select the base unit.
(Unit: Pixel, Inch, Cm)

Unit Conversion Table

Shows unit conversion reference for the card design.

Unit is the base unit used for
the card design.

Work Screen

Selects the working
space.

Selects the working space displayed on the screen.

1. To display front side working
space only, select its radio
button.

2. To display rear side working
space only, select the Rear
radio button. (This radio
button is active if selecting
double-sided working
space.)

3. To display both front and
rear work spaces, select the
Double-Sided radio button.
(This radio button is active if
selecting double-sided
working space.)
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e Supported plastic cards and label papers.

Category Label Name Width Height Orientation
CR-80 330 208 Landscape
CR-79 329 204 Landscape

Plastic card
CR-80(H) 208 330 Portrait
CR-79(H) 204 329 Portrait
Avery 2940 ID Badge Labels 336 216 Width
Avery 2944 1D Badge Inserts 288 384 Height
Avery 2946 Laminated ID Badges 318 198 Width
Avery 2947 Fold & Clip ID Badges 336 216 Width
Avery 2949 Fold & Clip ID Badges 372 282 Width
Avery 2960 Thermal ID Badges 204 336 Height
Avery 2961 Thermal Fold & Clip ID Badges 336 204 Width
Avery 2962 Thermal Fold & Clip ID Badges 204 336 Width

Lable Paper Avery 2990 Labels for Access Control Cards 323 203 Width
Avery 5095 Self Adhesive Name Badges 282 182 Width
Avery 5140 Print or Write Name Badge Labels 324 225 Width
Avery 5384 Clip Style Name Badges 384 288 Width
Avery 5883 Pin Style Name Badges 306 177 Width
Avery 74461 Clip Style Name Badges 336 213 Width
Avery 74551 Pin Style Name Badges 360 237 Width
Avery 74552 Pin Style Name Badges 288 189 Width
Avery 8395 Self Adhesive Name Badges 324 224 Width
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¢ Using the [Image Editor]

- Using an image as-is
Click [Apply] button in the right bottom of the [Image Editor].

Card size (Width, Height) 330, 208 (Pixel)

Edit Image—————————— e
Reset Properties

‘ Apply |

Rotate

Object size (Width, Height) 0, 0 (Pixel)

- Selecting the partial image
Step 1) From the image shown left in the [Image Editor], drag to select desired area of the image.

Step 2) Selected image area is displayed in tor right top part of the [Image Editor].
- Editing selected image area
Step 1) From the image shown left in the [Image Editor], drag to select desired area of the image.
Step 2) Click and drag the border of selection, to adjust the selected image area.
Step 3) Selected image area is displayed in tor right top part of the [Image Editor].

- Enlarge / Reduce
Use Enlarge / Reduce buttons or enter the value next to the buttons in the [Image Editor].
(MIN: -10, MAX: 10)

- Image
Use zoom in / out buttons or enter the value next to the buttons in the [Image Editor].
(MIN: 0, MAX: 360)

- Reset properties
Click [Reset Properties] button to reload the original image.
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- Saving the edited image

Edited image means the original image was modified, such as cropped, zoomed in/out or rotated.

Step 1) Edit the image in [Image Editor].

Step 2) Click [Save] button below the top right image.

Step 3) Click [Yes] in the saving confirmation.

Step 4) File saving dialog appears.

Step 5) Enter the file name and choose the file format.
Step 6) Click [Save] button to save the edited image.
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@ Do you wantto save it?

| Yes ‘ ‘ No

< Save confirmation window that appears
when [Save] button is clicked >

L saes
@".\- Desktop » ~ 49 ][ Seorch Desktop »
Organize + New folder - @
) theerp
R semolée
@‘ Network
] syem o

|

< File save dialog displayed when [Yes] is clicked
in the saving confirmation >



- Applying the edited image to the card background

Step 1) Edit the image in [Image Editor].

Step 2) Once completed with editing, click [Apply] button in the right bottom of the [Image Editor].
- Using the docking properties window

Step 1) Drag the properties window to show arrows in the center.

Step 2) Move your mouse cursor to the arrows to move the window. (Only moves to the left / right.)

i
| Enployes name. [ | == ] o/o e [ ® \‘
e

eIz = = & fa]mm-[a J[elm] = ‘

0| oo | w0 w0 s o] 0]

o

& |,

8l

Front Side Present Coordinates 215, 202)
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(3] Add Card Design - Toolbar Functions

] I — oo e |l »

Cell e = | = [ &7 «J= S W | I =
: o e = W = o

FEEEEE

E

* How to use
- Search Card Design
Method 1) Directly select one from the list shown next to the quick search.
Method 2) Use Previous [ Bl | and Next [ B3 ] buttons to browse designs and select one.

e Creating a new card design

Step 1) Click New [ i@l ] button on the toolbar, and the
following message box will appear.

Step 2) Click [Yes] to initialize the [Add Card Design]
screen. @ Do you want to perform New Write?

e Saving a Card Design

Step 1) Enter the required input fields for the card
design’s basic information. (Required fields:
Company Name, Card Design Name, Select
Both Sides of Card)

Step 2) Click Save [ ] button on the toolbar. (Just saving a card design needs only required fields of
Step 1.

e Editing a Card Design
Step 1) Search the desired card design from the saved ones.
Step 2) Load the card design to the [Add Card Design] screen.
Step 3) Edit the loaded card design, and click Save [ 5 ] button.

e Deleting a Card Design
Step 1) Search the desired card design from the saved ones.
Step 2) Load the card design to the [Add Card Design] screen.

Step 3) Click Delete [ & ] button on the toolbar, and the
following message box will appear.

Step 4) Click [Yes] to confirm to delete the selected card
@ Do you wantto delete the card design?

design.
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(4] Add Card Design - Database Navigator

SEEEEA

e Screen descriptions
If a card design had been used referencing the employee database, the database navigator function provides
card holder search and preview of printed card design with Previous [ Eal] /Next [ &8 | buttons.
Database navigator provides card holder search with Previous [ [l ] and Next [ & ] buttons.
This function is only available if the card design had been used with employee database before.

e Searching a card holder
Step 1) Enter the search condition. Search conditions are shown below.

Search Criteria

Employee Name

Employee ID

Card Number

Step 2) Enter the search keyword.

Step 3) Click the [Search] button.
If there exists matching card holder, the number of matching records are shown right next to the
[Search] button.
(ex: 1/23 means the working window will show the first searched card holder out of 23 total.)

¢ Using the Previous / Next buttons

Step 1) Enter the search condition. Search conditions are shown below.
- Click Previous [ [ ] button to display the previous search result on the working window.
- Click Next [ g4 ] button to display the next search result on the working window.
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(5] Add Card Design - Draw buttons

e Screen descriptions

In the Add Card Design window, there are 6 drawing buttons and one arrow button to select drawn objects.
Drawing buttons are for creating objects (line, rectangle, circle, text box, image box, and one-dimensional

barcode) in the card design.

e How to use

Image

Name

Description

Use

B

Arrow

Used to select one or more objects in the
working window.

(No need to use arrow button to select one
object, directly click the object instead.)

1, Click the arrow button.

2. Drag the mouse on the working
window to select multiple objects.
(Only objects inside the dragging
are will be selected.)

% Use mouse with [Ctrl] key to
select/ deselect multiple objects
without clicking the arrow button.
After using the arrow button to
select objects, you can select more
objects with using the [Ctrl] key
and mouse. Or you can deselect in
the same way.

%

Line

Used to draw a line.

1. Click the line button.
2. Click the mouse on the desired
starting point and drag it.

Rectangle

Used to draw a rectangle.

1. Click the rectangle button.
2. Click the mouse on the desired
starting point and drag it.

[©

Circle

Used to draw a circle.

1. Click the circle button.
2. Click the mouse on the desired
starting point and drag it.
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Image Name Description Use
1. Click the text box button.
|l| Text Box Used to place a text box. 2. Click the mouse on the desired
starting point and drag it.
1. Click the image box button.
1%l Image Box Used to place an image box. 2. Click the mouse on the desired
starting point and drag it.
. . Used to draw an 1-dimensional barcode. 1. Click the 1-dimensional barcode
111 1-dimensional (Barcode creation does not include the check buton.
L barcode 2. Click the mouse on the desired

digit of Code 39.)

NSIS3A advo e

starting point and drag it.

(6] Add Card Design - Edit Button

5= s s s ——= ]
=

e Screen descriptions
Cut, copy, paste, undo, redo, align left, align center, align right, zoom in/out, front and back buttons are

provided.

e How to use

Click the desired button to use the following editing functions.

Image Name Description Use
You can cut out the selected object. 1. Select the desired object.

Cut Use the Paste [ [&1]]] button to paste the cut | 2. Click Cut [ [« ] button or use the
out object. short cut key ([Ctrl] + [x]).
You can copy the selected object. 1. Select the desired object.

E| Copy Use the Paste [[]] button to paste the 2. Click Copy [[11/] button or use the

copied object.

short cut key ([Ctrl] + [c]).

English _197



Card Design

Image Name Description Use
1. Conduct copy or cut first.
Paste You can paste in copied or cut out objects. 2. Click Paste [ k=] button or use the
short cut key ([Ctrl] + [v]).
You can use the Undo function.
- Undo Undo means canceling the very last 1. Click Undo [ [#]] button.
operation.
You can use the Redo function.
Redo Redo means repeating the very last 1. Click Redo [ =#|] button.
operation, opposing the Undo function.
Multiple objects are to be aligned to the left. . )
. ) ) . 1. Select the desired objects.
Align Left g(r)éj chrl]tig:]e)ct multiple objects by using the 2. Click Align Left [ [ ] button.
Multiple objects are to be aligned to the
Alian Center center. 1. Select the desired objects.
- g (You can select multiple objects by using the | 2. Click Align Center [|==|] button.
arrow button.)
Multiple objects are to be aligned to the right. . .
- . ) . 1. Select the desired objects.
= Align Right g(r)g ch)ﬂt?g:]e)d multiple objects by using the 2. Click Align Right [ | ] button.
Reduces the working window by 25%. .
Zoom Out (Ma;mum B Jutg P ) Wy eoh 1. Click Zoom Out [[&&]] button,
Enlarges the working window by 25%. .
Zoom In (Maximum Zoom In: 200 % 1. Click Zoom In [ | ] button.
Front Click this button after selecting an object to 1. Select the desired object.
— arrange the selected object to the very front. | 2. Click Front [|4/] button.
Select an object and click this button. The . .
= Back selected object will move to the top of the list 1. Select the desired object.

of designed objects.

2. Click Back [ [i1]] button.
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Add Card Design - Print Button
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e Screen descriptions
Click the Print button to promptly print the card design shown in the Add Card Design window.

e How to use
Step 1) Click Print [ = ] button.
Step 2) If the card design has been modified or a new

card design (never saved) will prompt you with a
message box shown below.

Step 3) Click [Yes]. (Will not appear for saved card @ e
designs.)

Step 4) [Print Employee Card] screen appears. (Refer to
[Print Employee Card] part of the manual.)
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PRINT EMPLOYEE CARD

In this part of the user manual, we provide an overview of [Print Card Design] so that you can print out the card design
that you have added in [Add Card Design].

n = Perform readability test by printing the design on a regular paper before printing on the actual card if the design includes
barcode.
If you set the card design to Label Paper, it is recommended to print it in ordinary paper and check the print layout beforehand.

Card Design Print Information

Company [ [=]
@ Card DeSign :aniues\gn Name } E
Print Paper Orientation  Vertical C vorontal .
Information sttt IC_ }————3] Pint Button
Search Card Holder for Print
e i [
(2) Search — | — \ I
Card Employee 1D [ ]
Holder for
Print Search Result of Card Holder
e

Select | company | Issuance Count | Employee ID | Employee Name | Card Number | Department Positon | Title | social securty

(1] Print Employee Card - Card Design Print Information

Card Design Print Information

Company [t

Card Design Name [

MEE

e [

Paper Orientation & Vertical  Horizontal

I Double-sided Printing Print

e Screen descriptions

You can specify print information of the card design.

Print information includes basic information for card printing.

The company name, card design name, destination printer, and number of copies are required to activate
the [Print] button.

',g = If any object related to the database (text box, image box, or 1-dimensional barcode) is included in the design, activating
the [Print] button requires selecting the card holder for the print.
e Using the interface
Step 1) Enter the name of the company. (Required)
Step 2) Enter the card design name. (Required)

Step 3) Select the destination printer. (Required)

In the select box, only available printers connected to the computer are listed.

Step 4) Select an orientation of the printing paper for the design card. (Required)

Step 5) The Both-sided Mode checkbox will be active if the current print supports double-sided printing. If
you want to print in both sides, check this option. (Some printers support just a manual double-
sided printing, rather than automatic operation. If this is the case, you must insert the other side of
the paper in the printer tray by yourself.)
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(2] Printing Employee Card - Search Card Horder for Print

Search Card Holder for Print

Company [Compan; 1|

I I[a]
]

e Screen descriptions

Search the desired card holder for printing. If any object related to the database (text box, image box, or
1- dimensional barcode) is included in the design, activating the [Print] button requires selecting the card

holder for the print.
The issuance count for the selected card holder will increase by one.

After clicking [Search] button, use [Select All] and [Remove All] buttons to select/deselect all search

results.

e Using the interface

Step 1) Check the card holder’'s company name. The company name should be the same to the selected

company name in the [Card Design Print Information].
Step 2) Select desired card holder by clicking the [ 1 ] button. (Optional)

Step 3) Enter the employee ID to search. (Employee ID is the unique number used when registering a card

holder.) (Optional)

Step 4) Enter the keyword for searching after selecting the search criteria (department name / title / rank).

(Optional)

Step 5) Click [Search] button. If no keyword used for search criteria of employee name, employee ID, or
department/title/rank, all employees registered to the selected company name in [Card Design

Print Information] will be listed.
Step 6) Select desired card holder from the search result, and print the card.

English _201

NSIS3A advo e



Card Design

(3] Print Employee - Pint Button

Card Design Print Information

Company [t

[samplet

[\W92.168.4.

& Vertical

I Double-sided Printing

e Screen descriptions

If you set the card size to Plastic Card or User-defined in the Card Design screen, click [Print] to
immediately print out the current card from the specified printer.

If you set the card size to Label Paper in the Card Design screen, you will see the [Page Setup] window as
shown.

If you have selected a card holder, the issuance count for the selected card holder will increase by one.
(The issuance count for the selected card holder will increase by one, regardless of use of the DB-
associated object for the card design settings) The activation time of the [Print] button differs depending on
the use of DB-associated object (textbox, image box, one-dimensional barcode)

e Activation time of [Print] button

- Fora card design with no DB-associated object used (textbox, image box, one-dimensional barcode), the button will be active if
you complete the [Card Design Print Information] settings.

- For a card design using any DB-associated object (textbox, image box, one-dimensional barcode), the button will be active only
if you perform [Search Card Holder for Print] after completing the [Card Design Print Information] settings.
¢ How to use
- Page Setup window for a card using the label paper
Step 1) Click [Print] button to display the [Page Setup] window as shown.

Step 2) Check the label name of the design. This is the label name that you used to print the card
design.

Step 3) Select a paper name for the printout. Select a desired label’s name between label paper names
used by the card design, and label names supported by the printer.

Step 4) Specify the start position of printing. To specify the position, refer to the preview screen shown in
the right.

Step 5) Click [Print].
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Search

Registered users in Wisenet ACS can be easily searched.

SEARCH CARDHOLDER

1. Run Wisenet ACS Configuration Management.
2. Login.
3. Click [Search Cardholder] in the [Search] menu.

4. Enter search criteria. There is no need to enter any

conditions except for the required fields.

e Employee ID : Enter the employee number of the user to be
searched when searching by employee number.

e Employee Name: Enter the employee name of the user to
be searched when searching by employee name.

e |ssue Date : Select the issuance date or period of the card
to be searched for when issuing the card.

* Valid Date: Select the effective date or period to be
searched for using the effective date of the card.

e Card Number: Enter the number of the card to be searched when searching by card number.

5. Click the [Search] button. If the search return results, they will be displayed below.
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Vulnerability Disclosure Policy

[1] Security Vulnerability Response Center (S-CERT)

—_—

—_—

Hanwha Vision has set up a dedicated team (S-CERT * 1) to deal with the security vulnerabilities of WISENET
products in an effort to promptly respond to vulnerabilities (analysis, preparation of countermeasures). If you
discover a vulnerability, please contact S-CERT (secure.cctv@hanwha.com) with detailed information such as
product information, how the vulnerability occurred and the symptoms of the vulnerability.

% S-CERT does not respond to requests related to product support and functions. Please inquire through a
separate channel.

Security Vulnerability Response Process

Upon receiving a report of a security vulnerability, a Security Breach Accident Countermeasures Council is
convened immediately, analyzes the content and impact of the vulnerability and provides best measures for
resolving the issue. Assuming that it does not take too long to identify and analyze the vulnerability firmware to
address the vulnerability shall be posted on the website as soon as possible.

Security Vulnerability Notification Policy

To prevent zero-day attacks, the details of a vulnerability (vulnerability content, affected product information /
firmware version, risk level, countermeasures, etc.) will not be disclosed until a firmware patch has been released,
and a Vulnerability Report is posted on the website * 2. Details such as attack scenarios for vulnerabilities are not
disclosed for security reasons to prevent copycat attacks. If several products are improved due to a specific
security vulnerability, multiple improved firmwares shall be provided at the same time.

*1. S-CERT : Security-Computer Emergency Response Team
*2. HQ — Operating Cyber Security Bulletin Board

(Technical Guide > Cyber Security Page, Vulnerability Report in Product Page)
HTA - Notice on the Main Screen (Link to Vulnerability Report File)
HTE — Main Notice on Top and Separate Page Operations
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